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HOUSE BI LL 2102

St ate of WAshi ngt on 60t h Legi sl ature 2007 Regul ar Session
By Representatives Mrris and Hudgi ns

Read first time 02/08/2007. Referred to Conmttee on Technol ogy,
Ener gy & Conmuni cati ons.

AN ACT Relating to records retained by conmunications providers;
and addi ng new sections to chapter 19.250 RCW

BE | T ENACTED BY THE LEG SLATURE OF THE STATE OF WASHI NGTON:

NEW SECTION. Sec. 1. A new section is added to chapter 19.250 RCW
to read as foll ows:

The definitions in this section apply throughout this chapter
unl ess the context clearly requires otherw se.

(1) "Covered entity" neans: (a) A radio communications service
conpany, as defined in RCW80.04.010 and (b) any provider of internet
pr ot ocol - enabl ed voi ce.

(2) "Custoner profile data" means account information and other
nonpublic personal information about a customer stored by a covered
entity.

(3) "Nonpublic personal information" neans personally identifiable
information that is not readily available through public sources.
"Nonpublic personal information” may include any of the follow ng
information: (a) A bank account nunber; (b) a social security nunber;
(c) a credit or debit card nunber; (d) a personal identification
nunber; (e) an automated or electronic signature; (f) unique bionetric
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data; (g) account passwords or access codes; (h) nedical information,;
and (i) a unique tag nunber. "Nonpublic personal information" does not
i nclude publicly available information that a person has a reasonabl e
basis to believe is awfully nade available to the general public from
federal, state, or |local governnent records; w dely distributed nedia;
or disclosures to the general public that are required to be made by
federal, state, or local law.  "Nonpublic personal information" shal
include any list, description, or other grouping of consuners, and
publicly available information pertaining to them that is derived
usi ng any nonpublic personal infornmation other than publicly avail able
information, but does not include any list, description, or other
groupi ng of consuners, and publicly available information pertaining to
them that is derived w thout using any nonpublic personal information

(4) "Substantially" neans a redesign or upgrade of nore than
twenty-five percent of the code or database structures of the billing
system

NEW SECTION. Sec. 2. A new section is added to chapter 19.250 RCW
to read as foll ows:

(1) Wien a covered entity substantially upgrades or replaces their
billing or records nmanagenent system the resulting system nust be
capabl e of verifying and recordi ng which person or persons, internal or
external, have had access to custoner profile data.

(2) Upon witten request by a custoner, any covered entity shal
rel ease to the custoner all custonmer profile data pertaining to that
custoner, including the identity of any individual or entity, internal
or external, who has had access to the requesting custoner's records.
The custonmer may request a copy of their records once per year free of
char ge. The custonmer may be charged a nomnal fee for subsequent
requests. Any custoner profile data collected by a covered entity nust
be retained and remain accessible to the custoner for at |east two
years.

(3) After reviewing his or her custonmer profile data pursuant to
subsection (2) of this section, a custonmer nust be given the
opportunity to:

(a) Contest the accuracy, conpleteness, tineliness, relevance, or
di ssem nation of his or her custoner profile data,;
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(b) Correct or anend the information contained in his or her
custoner profile data; and

(c) Request that custoner profile data be renoved or destroyed from
t he dat abase, unl ess renoval or destruction of the information would be
contrary to applicable state or federal |aw.

NEW SECTION. Sec. 3. A new section is added to chapter 19.250 RCW
to read as foll ows:

A covered entity nust inplenment adequate security neasures to
protect custoner profile data and custoner records from unauthorized
access, loss, or tanpering. These security neasures should be
consistent wth industry accepted best standards that are commensurate
with the anmount and sensitivity of the custonmer information being
stored on the system

~-- END ---
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