SENATE BILL REPORT
ESHB 1068

As Reported by Senate Committee On:
State Government & Elections, March 12, 2021

Title: An act relating to exempting election security information from public records disclosure.
Brief Description: Exempting election security information from public records disclosure.

Sponsors. House Committee on State Government & Tribal Relations (originally sponsored by
Representatives Dolan, Valdez, Kloba, Gregerson and Wylie).

Brief History: Passed House: 2/24/21, 61-37.
Committee Activity: State Government & Elections: 3/10/21, 3/12/21 [DP, w/oRec].

Brief Summary of Bill

» Exempts continuity of operations plans for election operations, security
risk assessments, and other election security records, and portions of
records that contain information related to election security, operations,
and infrastructure from public disclosure requirements.

 Clarifies that information or records pertaining to security breaches, with
exceptions, are not election security records exempt from disclosure
requirements.

» Clarifies that the election security exemptions under the act do not
prohibit conducting an audit.

SENATE COMMITTEE ON STATE GOVERNMENT & ELECTIONS

Majority Report: Do pass.
Signed by Senators Hunt, Chair; Kuderer, Vice Chair; Hasegawa.

Minority Report: That it be referred without recommendation.
Signed by Senators Wilson, J., Ranking Member; Hawkins.

This analysis was prepared by non-partisan legislative staff for the use of legidative
membersin their deliberations. Thisanalysisis not part of the legislation nor does it
constitute a statement of legidative intent.
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Staff: Samuel Brown (786-7470)

Background: The Public Records Act. The Public Records Act (PRA), enacted in 1972 as
part of Initiative 276, requires al state and local government agencies to make all public
records available for public inspection and copying unless certain statutory exemptions
apply. Over 500 specific referencesin the PRA or other statutes remove certain information
from application of the PRA, provide exceptions to the public disclosure and copying of
certain information, or designate certain information as confidential. The provisions
requiring public records disclosure must be interpreted liberally, while the exemptions are
interpreted narrowly to effectuate the general policy favoring disclosure.

Security Exemptions. Certain statutory provisions exempt records or information relating to
physical and cybersecurity from disclosure. Information related to preventing or responding
to terrorist attacks, vulnerability assessments and emergency response plans for correctional
facilities, and safe school plansis exempt from the PRA's disclosure requirements.

Additionally, information related to public and private infrastructure of computer and
telecommuni cations networks, which include security passwords, access codes, security risk
assessments, security test results to the extent that they identify specific system
vulnerabilities, and other information the release of which may increase risk to the
confidentiality, integrity, or availability of security, information technology infrastructure,
is exempt from PRA disclosure requirements.

Continuity of Elections Operations Plans. Continuity of operations plans are developed to
assist with continuing essential functions and services in response to emergencies and
disasters. The Washington Military Department, through the Adjutant General, maintains a
copy of the continuity of elections operations plan for each county that has a plan available.

Election Security and Audits. All voting systems and components must pass an acceptance
test administered by the Secretary of State (Secretary) and a vulnerability test. The
Secretary must then send a report of the examination of each voting system and component
to each county auditor. Three days before each state primary or general election, each vote
tallying system must pass a programming test to verify that the system will correctly count
votes cast.

Prior to certification of the election, each county auditor conducts an audit of duplicated
ballots and an audit using at least one of four specified audit methods:
 an audit of votes cast on direct recording electronic voting systems or other in-person
ballot marking systems,
» arandom check of ballot counting equipment;
* arisk-limiting audit; or
* an independent electronic audit.

The Secretary must issue an annual report regarding instances of security breaches of
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election systems or election data. The report and related information may only be
distributed to the Governor, state chief information officer, the Washington State Fusion
Center, and the chairs and ranking members of relevant legislative committees.

Summary of Bill: Election Security Exemptions. The following information is exempt in
its entirety from the PRA's disclosure requirements:
* continuity of operations plans for election operations; and
* security audits, risk assessments, and test results of physical security or cybersecurity
of election operations or infrastructure.

Portions of records containing information about election infrastructure, security, or
potential threats to election security are exempt from disclosure if the disclosure may
increase risk to the integrity of election operations or infrastructure.

Exceptions. Information or records pertaining to election security breaches is not exempt
from disclosure requirements, except under existing statutory provisions concerning
election security breach identification and reporting. The exemptions created under the act
do not prohibit the conduct of an audit under the elections code.

Application to Pending Requests. These exemptions apply to any public records request
made prior to the effective date for which disclosure has not yet occurred.

Appropriation: None.

Fiscal Note: Not requested.

Creates Committee/Commission/Task Forcethat includes L egislative members: No.
Effective Date: The hill contains an emergency clause and takes effect immediately.

Staff Summary of Public Testimony: PRO: Thistakes out avery specific, finite loophole
in public disclosure laws. Physical and cyber security assessments are a regular and
important part of what elections officials do, and we should not have to disclose
vulnerabilities to people who want to sabotage our systems. It is illegal to disclose this
information under federal law, but Washington law is more vague. Our county received a
request for a Department of Homeland Security cybersecurity assessment and found there
was disagreement over how to balance the risks of violating the PRA and compromising
election security. This will provide guidance to elections officials and ensure that
government networks are not compromised.

Election systems are critical infrastructure. Security tools are expensive and implemented
in stages, not immediately. The media asks the public be notified of data breaches; the
public should know what happened, that breaches were filled, and that it will not happen
again. Language needs to be amended so information is not withheld as it has been with
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other recent data breaches.

CON: We need to ensure our election systems are foolproof, but open to citizen
examination when election results are questioned. This seems like a door being closed.

Persons Testifying: PRO: Representative Laurie Dolan, Prime Sponsor; Mary Hall,
Thurston County Auditor; Karen Horowitz, Thurston County Prosecutor's Office; Kathy
Sakahara, League of Women Voters; Rowland Thompson, Allied Daily Newspapers of
Washington.

CON: Kory Slaatthaug.

Persons Signed In To Testify But Not Testifying: No one.
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