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H 4615. 2

SUBSTI TUTE HOUSE BI LL 2838

St ate of WAshi ngt on 60t h Legi sl ature 2008 Regul ar Sessi on

By House |Insurance, Fi nanci al Services & Consuner Protection
(originally sponsored by Representatives WIIlians, Roach, Kirby,
Si npson, Ericks, and Hal er)

READ FI RST TI ME 02/ 05/ 08.

AN ACT Relating to personal information associated with debit and
credit cards issued by financial institutions; and adding a new section
to chapter 19.255 RCW

BE | T ENACTED BY THE LEG SLATURE OF THE STATE OF WASHI NGTON:

NEW SECTION. Sec. 1. A new section is added to chapter 19.255 RCW
to read as foll ows:

(1) Notwi t hstandi ng any other provision of law or contract, and in
addition to other renedi es provided by | aw, any person or business that
is required to disclose a breach of the security of the system under
RCW 19. 255. 010, if that breach was conprised of five thousand or nore
unencrypted individual names or account nunbers, shall be liable to a
financial institution in negligence for actions reasonably undertaken
in order to protect consuners including, but not limted to, any costs
incurred in connection wth:

(a) The cancel lation or reissuance of an access device affected by
t he breach;

(b) The closing of a deposit, transaction, checking, share draft,
or other account affected by the breach and any action to stop paynent
or block a transaction with respect to the account;
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(c) The opening or reopening of a deposit, transaction, checking,
share draft, or other account affected by the breach;

(d) Arefund or credit made to an account holder to cover the cost
of any unaut horized transaction related to the breach;

(e) The notification of account holders affected by the breach;

(f) Credit monitoring services on accounts affected by the breach
for a period of one year fromthe time the issuer of the access device
is notified of the breach; and

(g) Reasonable attorneys' fees and costs associated with the
action.

(2) A person or business will not be |iable under this section if
the person or business providing the data breach notice net industry
standards for the handling, processing, and storage of personal
information, maintained a policy on the treatnent of personal
information, and consistently provided training to staff on this policy
at the time of the data breach.

(3) I'n an action under this section, a financial institution that
provi ded or approved equi pnent used to process paynent transactions, to
a person or business, will be precluded from recovering under this
section agai nst the person or business, provided that the breach of the
security of the systemwas directly related to the equi pnment provided
or approved by the financial institution, and the equi pnment was being
used in the manner recomrended by the financial institution.

(4) The definitions in this subsection apply throughout this
section unless the context clearly requires otherw se.

(a) "Access device" has the sanme neaning as in RCW9A 56. 010.

(b) "Breach of the security of the systent has the sanme neani ng as
in RCW 19. 255. 010.

(c) "Financial institution" has the same neaning as in RCW
30. 22. 040.

(d) "Unencrypted" neans that the personal information was not
transfornmed using an algorithm nmaking the information unreadable to
anyone except those possessing a key, using standards appropriate for
the industry at the tinme of the breach of the security of the system
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