HOUSE BILL REPORT
2SSB 6281

As Passed House - Amended:
March 6, 2020

Title: An act relating to the management and oversight of personal data.
Brief Description: Concerning the management and oversight of personal data.

Sponsors: Senate Committee on Ways & Means (originally sponsored by Senators Carlyle,
Nguyen, Rivers, Short, Sheldon, Wellman, Lovelett, Das, Van De Wege, Billig, Randall,
Pedersen, Dhingra, Hunt, Salomon, Liias, Mullet, Wilson, C., Frockt, Cleveland and Keiser).

Brief History:
Committee Activity:
Innovation, Technology & Economic Development: 2/21/20, 2/28/20 [DPA];
Appropriations: 3/2/20 [DPA(ITED)].
Floor Activity:
Passed House - Amended: 3/6/20, 56-41.

Brief Summary of Second Substitute Bill
(As Amended by House)

* Defines obligations for controllers and processors of personal data who are
legal entities that meet specified thresholds.

* Exempts state and local government, tribes, and certain data sets subject to
regulation by specified federal and state laws.

* Establishes consumer personal data rights of access, correction, deletion, data
portability and opt-out of the processing of personal data for specified
purposes.

* Identifies controller responsibilities, including transparency, purpose
specification, data minimization, security, and nondiscrimination.

* Requires controllers to conduct data protection assessments for certain
processing.

¢ Provides that violations are enforceable under the Consumer Protection Act.

This analysis was prepared by non-partisan legislative staff for the use of legislative
members in their deliberations. This analysis is not a part of the legislation nor does it
constitute a statement of legislative intent.
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HOUSE COMMITTEE ON INNOVATION, TECHNOLOGY & ECONOMIC
DEVELOPMENT

Majority Report: Do pass as amended. Signed by 6 members: Representatives Hudgins,
Chair; Kloba, Vice Chair; Entenman, Slatter, Tarleton and Wylie.

Minority Report: Do not pass. Signed by 3 members: Representatives Smith, Ranking
Minority Member; Boehnke, Assistant Ranking Minority Member; Van Werven.

Staff: Yelena Baker (786-7301).

HOUSE COMMITTEE ON APPROPRIATIONS

Majority Report: Do pass as amended by Committee on Innovation, Technology &
Economic Development. Signed by 19 members: Representatives Ormsby, Chair; Robinson,
Ist Vice Chair; Bergquist, 2nd Vice Chair; Chopp, Cody, Dolan, Fitzgibbon, Hansen,
Hudgins, Kilduff, Macri, Pettigrew, Pollet, Ryu, Senn, Springer, Sullivan, Tarleton and
Tharinger.

Minority Report: Do not pass. Signed by 14 members: Representatives Stokesbary,
Ranking Minority Member; MacEwen, Assistant Ranking Minority Member; Rude, Assistant
Ranking Minority Member; Caldier, Chandler, Corry, Dye, Hoff, Kraft, Mosbrucker,
Schmick, Steele, Sutherland and Ybarra.

Staff: Kate Henry (786-7349).
Background:

A sectorial framework protects personal information and privacy interests under various
provisions of state and federal law. The Washington Constitution provides that no person
shall be disturbed in their private affairs without authority of law. Different state and federal
laws define permitted conduct and specify the requisite level of privacy protections for
consumer credit records, financial transactions, medical records, and other personal
information.

The state Consumer Protection Act (CPA) prohibits unfair methods of competition and unfair
or deceptive practices in the conduct of any trade or commerce. The Attorney General may
investigate and prosecute claims under the CPA on behalf of the state or individuals in the
state. A private person injured by a violation of the CPA may bring a civil action. A person
or entity found to have violated the CPA is subject to treble damages and attorney's fees.

The Office of Privacy and Data Protection (OPDP) was created in 2016 to serve as a central
point of contact for state agencies on policy matters involving data privacy and data
protection. The primary duties of the OPDP with respect to state agencies include
conducting privacy reviews and trainings, coordinating data protection, and articulating
privacy principles and best policies.
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Summary of Amended Bill:
The Washington Privacy Act establishes consumer personal data rights and identifies
responsibilities of controllers and processors of personal data, including requirements related

to commercial use of facial recognition services.

Key Definitions and Jurisdictional Scope.

"Consumer" means a natural person who is a Washington resident acting only in an
individual or household context, including buying and selling in an individual or household
context, and does not include a natural person acting in a commercial or employment context.

"Personal data" means any information that is linked or reasonably linkable to an identified
or identifiable natural person and does not include deidentified data or publicly available
information.

Controllers and processors are legal entities that conduct business in Washington or produce
products or services that are targeted to Washington residents and meet the following
thresholds:
* control or process personal data of 100,000 or more consumers during a calendar
year; or
* control or process personal data of 25,000 or more consumers and derive over 25
percent of gross revenue from the sale of personal data.

For purposes of these thresholds, "consumer" does not include payment-only transactions
where no data about consumers are retained.

This act does not apply to state agencies, local governments, tribes, municipal corporations,
data maintained for employment records purposes, and information subject to enumerated
federal and state laws. Certain personal data are exempt only to the extent that the collection
or processing of that data is in compliance with federal and state laws to which the data are
subject and which are specified in the exemptions.

Institutions of higher education and nonprofit corporations are exempt until July 31, 2024.

Consumer Personal Data Rights.

With regard to processing of personal data, a consumer has the following rights:

* confirm whether a controller is processing the consumer's personal data;

* access personal data being processed by the controller;

* correct inaccurate personal data, taking into account the nature of the personal data
and the purposes of processing;

* delete personal data;

* obtain in a portable format the consumer's personal data previously provided to the
controller; and

* opt out of the processing for purposes of targeted advertising, the sale of personal
data, or profiling in furtherance of decisions that produce legal effects or similarly
significant effects on the consumer.
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The parent or legal guardian of a known child may exercise consumer personal data rights on
the child's behalf. If a controller processes personal data of a consumer subject to
guardianship, conservatorship, or other protective arrangement, the controller must allow a
guardian or conservator to exercise consumer personal data rights on behalf of the consumer.

Except for the right to opt out, the consumer personal data rights do not apply to
pseudonymous data where the controller is able to demonstrate that any information
necessary to identify the consumer is kept separately and is subject to effective technical and
organizational controls that prevent the controller from accessing such information.

A controller is not required to comply with a consumer personal data right request if the
controller is unable to authenticate the request using commercially reasonable efforts. A
controller must take reasonable steps to communicate a consumer's request to correct, delete,
or opt out to each third party to whom the controller disclosed the consumer's personal data
within one year preceding the request, unless this proves functionally impractical or involves
disproportionate effort.

A controller must inform the consumer of any action taken on a consumer personal data right
request within 45 days of receiving the request. This period may be extended once by 45
additional days where reasonably necessary, provided that the controller informs the
consumer of the extension and the reasons for the delay within the first 45-day period. If a
controller does not take action on a request, the controller must inform the consumer within
45 days of receiving the request and provide reasons for not taking action, as well as
instructions on how to appeal the decision with the controller.

Controllers must establish an internal process by which a consumer may appeal a refusal to
take action on the consumer's personal data right requests. Within 30 days of receiving an
appeal, the controller must inform the consumer of action taken or not taken in response to
the appeal and provide a supporting written explanation. Upon request, the controller must
provide the written explanation to the Attorney General. With the consumer's consent, the
controller must submit the appeal information to the Attorney General. In addition,
controllers must provide consumers with an electronic mail address or other online
mechanism through which the consumers may submit the results of an appeal and supporting
documentation to the Attorney General.

Information provided to a consumer pursuant to a personal data right request must be
provided free of charge, up to twice annually. If requests from a consumer are manifestly
unfounded or excessive, the controller may charge a reasonable fee or refuse to act on the
request. The controller bears the burden of demonstrating the manifestly unfounded or
excessive nature of the request.

Responsibilities of Controllers and Processors.

Controllers determine the purposes and means of the processing of personal data. Processors
process personal data on behalf of a controller pursuant to a contract that sets out the
processing instructions, including the nature, purpose, and duration of the processing.
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Whether an entity is a processor or a controller with respect to specific processing of
personal data is a fact-based determination.

Controllers must:

* provide consumers with a clear and meaningful privacy notice that meets certain
requirements;

* limit the collection of personal data to what is reasonably necessary in relation to the
purposes for which the data are processed, as disclosed to consumers;

* collect personal data only as reasonably necessary to provide services requested by a
consumer, to conduct an activity that a consumer has requested, or to verify
consumer personal data rights requests; and

* implement and maintain reasonable data security practices.

A controller or processor that uses deidentified or pseudonymous data must exercise
reasonable oversight to monitor compliance with any contractual commitments to which the
deidentified or pseudonymous data are subject.

In addition, controllers must conduct a data protection assessment of each of the following
processing activities:

* the processing for purposes of targeted advertising;

* the sale of personal data;

* the processing for purposes of profiling, where such profiling presents a specified

reasonably foreseeable risk;
* the processing of sensitive data; and
* any processing that presents a heightened risk of harm to consumers.

Data protection assessments must identify and weigh the benefits of processing to a
controller, consumer, other stakeholders, and the public against the risks to the rights of the
consumer. Data protection assessments conducted for the purpose of compliance with other
laws may qualify if they have a similar scope and effect.

The Attorney General may request that a controller disclose any data protection assessment
relevant to an investigation conducted by the Attorney General and evaluate the assessment
for compliance with the controller responsibilities under this act and other laws, including the
Consumer Protection Act. Data protection assessments disclosed to the Attorney General are
confidential and exempt from public inspection.

Controllers may not:

* process personal data for purposes that are not reasonably necessary to or compatible
with the purposes for which the data are processed, as disclosed to consumers, unless
pursuant to consumer consent;

* process personal data in violation of state and federal anti-discrimination laws; or

* process sensitive data without consumer consent.

Additionally, controllers may not discriminate against a consumer for exercising consumer
rights, including by charging different prices or rates for goods and services or providing a
different quality of goods and services to the consumer. The nondiscrimination provision
does not prohibit a controller from offering different prices or rates of service to a consumer
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who voluntarily participates in a bona fide loyalty or rewards program. Personal data
collected as part of a loyalty or rewards program may not be sold to a third-party controller
unless specified conditions are met.

Processors are responsible for adhering to the processing instructions and assisting the
controller in meeting its obligations. In addition, processors must implement and maintain
reasonable security procedures to protect personal data and ensure confidentiality of
processing and may engage subcontractors only after specified requirements are met.

Limitations to the Responsibilities of Controllers and Processors.

Controllers and processors are not required to do the following in order to comply with this
act:
* reidentify deidentified data;
* comply with an authenticated consumer request to access, correct, delete, or port
personal data if specified conditions are met; or
* maintain data in an identified from.

In addition, the obligations imposed on controllers or processors do not restrict a controller's
or processor's ability to take certain actions, including:

» comply with federal, state, or local laws;

* provide a product or service specifically requested by a consumer;

» take immediate steps to protect an interest that is essential for the life of a consumer
or another natural person, where the processing cannot be manifestly based on
another legal basis;

* protect against or respond to an illegal activity;

* engage in public or peer-reviewed scientific, historical, or statistical research in the
public interest, if specified conditions are met;

* collect, use, or retain data to conduct internal research solely to improve or repair
products, services, or technology;

* collect, use, or retain data to identify and repair technical errors that impair existing or
intended functionality; or

* perform solely internal operations that are reasonably aligned with the expectations of
a consumer or are otherwise compatible with processing for purposes of performing a
contract to which the consumer is a party.

The controller bears the burden of demonstrating that the processing qualifies for an
exemption and complies with specified requirements. Personal data that is processed by a
controller pursuant to an exemption may be processed solely to the extent that the processing
is necessary, reasonable, and proportionate to the exempt purposes. Personal data processed
pursuant to an exemption must not be processed for any other purposes.

Preemption.

Local governments are preempted from adopting any laws, ordinances, or regulations
regarding the processing of personal data by controllers or processors. Local laws,
ordinances, or regulations adopted prior to the effective date of the bill are not superseded or
preempted.
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Local laws, ordinances, or regulations regarding facial recognition are not preempted.

Liability and Enforcement.

Violations are enforceable under the Consumer Protection Act. A controller or processor that
violates this act is subject to an injunction and liable for a civil penalty of not more than
$7,500 per violation.

All receipts from the imposition of civil penalties, except for the recovery of costs and
attorneys' fees accrued by the Attorney General in enforcing this act, must be deposited into
the Consumer Privacy Account created in the State Treasury. Moneys in the account may be
used only for purposes of the Office of Privacy and Data Protection.

Reports and Research Initiatives.

By December 1, 2020, the Office of Privacy and Data Protection (OPDP) must prepare and
post to its public website a report that summarizes the data protected and not protected by
this bill, including a list of the types of publicly available information and other information
exempt from the bill. The OPDP may consult with stakeholders in the industry, academia,
and consumer and privacy advocacy organizations regarding the scope and coverage of the
bill, as well as the appropriate breadth and number of circumstances that limit the obligations
of controllers and processors.

By July 1, 2022, the Attorney General must submit to the Governor and the Legislature a
report evaluating the liability and enforcement provisions of this act, including any
recommendations for changes to those provisions.

The Governor may enter into agreements with the governments of British Columbia,
California, and Oregon to share personal data by public bodies for the purpose of joint data-
driven initiatives. The agreement must provide reciprocal protections that the respective
governments agree appropriately safeguard the data.

Appropriation: None.

Fiscal Note: Available.

Effective Date of Amended Bill: The bill takes effect on July 31, 2021.

Staff Summary of Public Testimony (Innovation, Technology & Economic Development):
(In support) The bill has many meaningful improvements over the last year's version,
including the expanded right to delete, the strengthened definition of "deidentified data," and
the elimination of broad exemption for business purposes. The bill represents a big step
forward in giving consumers data rights that currently do not exist in law, although some

companies may already voluntarily provide these rights. This bill is currently the best model
for a privacy bill in the country.
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The technology sector employs over 300,000 people in Washington; 15,000 technology
companies have fewer than 20 employees and have more in common with small retail shops
and restaurants than they do with the "Big Tech" companies. The bill carefully balances the
privacy interests of consumers and the regulatory burdens on small and large companies.

The bill promotes clarity and interoperability with the existing healthcare information
privacy laws that already establish significant privacy protections and heavy oversight at both
state and federal level. The exemptions are lengthy because they reflect carefully crafted
exemptions for certain information rather than broad entity-based exemptions. It is important
to retain the temporal limit on jurisdictional thresholds and the exemptions for publicly
available information and information regulated under the federal Gramm-Leach-Bliley Act.

The retail industry uniquely impacts everyone every day, and most retailers are small
businesses with fewer than 50 employees. Retailers are fiercely committed to protecting
consumers' privacy and their ability to use technology on which they have come to rely. The
bill provides clear standards and allows the industry to remain nimble in order to meet the
growing demands of today's more sophisticated consumers.

Exclusive enforcement by the Attorney General is appropriate. Consumers still have the
right to bring suit under the Consumer Protection Act (CPA) for conduct which amounts to
unfair or deceptive practices. The penalties are set at $7,500 per violation, but there will
rarely be just a single violation, and those penalties will quickly add up.

(Opposed) Washingtonians deserve a privacy law that fundamentally challenges the business
models built on data extraction and exploitation, and not an unenforceable combination of
other laws whose sole function is to serve as a national model for industry. This bill has been
referred to as the "gold standard," but it is just window dressing. Exemptions and loopholes
fill up multiple pages. Allowing secondary uses of data that goes to data brokers and data
aggregators does not give consumers a meaningful way to consent to the different uses of
their personal information. The opt-out approach to privacy relies on privacy policies and
notices that nobody reads; the opt-in model should be adopted instead.

Violations of data privacy can lead to violations of human rights. The internment of the
Japanese Americans in 1942 was in part possible because of the breaches of personal
information by governmental and private entities, who allowed their records to be used for
identification and location of Japanese Americans. Communities of color are concerned
about the way that information technology is used to exploit and violate privacy rights of
consumers, whose rights are not adequately protected by this bill. Huge sums of money are
being made by exploiting the privacy rights of individuals, which is contributing to the
current "Golden Age" of income inequality.

Facial recognition has been likened to plutonium-limited beneficial uses, but otherwise
extremely dangerous. This bill legitimizes facial recognition technology that is rife with
gender and racial biases without meaningful restrictions, without a moratorium that would
allow communities to decide if, and not just how, this technology should be used. From the
Japanese internment camps to the over policing of the Muslim community after 9/11, history
shows that surveillance technology can be abused. Surveillance technology puts immigrants
and their families at risk for hostile federal action.
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The facial recognition section should be amended to allow controllers to share biometric
information with law enforcement when controllers reasonably believe a crime has occurred
or is about to occur.

Even if the many loopholes in the bill were closed, the lack of private right of action in the
bill eviscerates any meaningful notion of enforcement. Private rights depend on the ability of
private citizens to challenge violations of those rights. It is already difficult enough for
private citizens, particularly in marginalized communities, to assert their civil rights. Without
a private right of action, there is insufficient incentive for companies to comply because the
Attorney General will be able to do just a few enforcement actions a year.

Penalties should be higher than $7,500 per violation; by comparison, the European privacy
law carries a potential fine of $21 million. The Legislature has a mandate to protect
consumers first and foremost; convenience and profits are secondary to that mandate.

Preempting local regulations means that local government would not be able to step up
protections, if needed. The bill should be the floor, not the ceiling, and local communities
should be able to make the decisions that work best for them and their community members.
Existing local protections concerning privacy and surveillance should not be preempted.

(Other) Consumers' sensitive data are collected, bought, and sold without their consent and,
in many cases, without consumers' knowledge, which leaves consumers vulnerable to
security breaches or revelations of damaging information. Consumer organizations support
the goals of this bill, but it should be made stronger by reinstating the changes made to the
companion bill in this committee, including in the definitions of "sale" and "deidentified
data," additional protections for teenagers, and enforcement provisions.

Jurisdictional thresholds should be clarified as to whether they include payment-only
transactions that do not retain any consumer data. Nonprofit organizations should be exempt
from the bill, as they are from the California Consumer Privacy Act.

Most people prefer their online content to be paid for by advertising. The bill should strike
the right balance between protecting privacy and enabling responsible tailored advertising, or
else it threatens the advertising-support content-rich digital ecosystem.

Facial recognition has been shown to be biased, so it should be tested for bias before being
used. Facial recognition is best addressed in a separate bill. Giving controllers license to
enroll a consumer's image into a facial recognition service based on reasonable suspicion
would give controllers license to profile based on race.

Nonscientific testing of facial recognition can lead to skewed results. The work of the
National Institute of Standards and Technology should be leveraged for testing facial
recognition. Safety and security exemptions in the facial recognition section should mirror
similar exemptions in other parts of the bill.
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Private right of action drives frivolous lawsuits and hurts innovation without adding privacy
protections for consumers. Pro se litigants could target the news media with frivolous
lawsuits.

The Attorney General cannot guarantee meaningful enforcement without making violations
per se violations under the CPA and other revisions to provide the Attorney General with
proper investigative authority. The CPA is a well-established body of law and a known
quantity, both from the standpoint of consumers and the industry. A private right of action
along with enforcement by the Attorney General is the best approach.

Staff Summary of Public Testimony (Appropriations):

(In support) The Office of the Attorney General (AGO) has protected consumers by
enforcing the CPA since it was created. The first resolved case of data privacy was in 2013,
and the AGO has brought more than six additional cases. There is a narrow door in and out
within this legislation due to the five-part test in the CPA. The bill provides the legal tools
needed to enforce and provides consumers a voice. The bill is a result of the hard work of
the House Innovation, Technology, and Economic Development Committee.

(Opposed) Currently the bill states that controllers can voluntarily provide facial recognition
data to law enforcement. We request that a subsection is added that if the controller
reasonably believes a crime has occurred and the disclosure of such information would be
helpful to assist in the solving of the crime, it must be shared. We oppose the bill in the
current form. We would support the bill in the version as passed by the Senate. The change
in position is due to the enforcement section and to make clear that the AGO would have the
ability to investigate claims. There are additional concerns that the preemption clause could
allow for a patchwork of local jurisdictions.

(Other) There is support for the framework of the bill, but we prefer the enforcement
language as it passed the Senate. The version as passed the Senate provides extensive rights
to consumers to control the data about them that technology holds. Facial recognition
amendments made in the policy committee do not recognize safeguards that are currently in
place. Robust enforcement powers should be given to the AGO to enforce fairly and
consistently. Delegating to plaintiff's lawyers any of the state responsibility will dilute the
groundbreaking innovation. Dollars will be diverted from nonprofit missions to address
compliance. We support an amendment to define business with an exclusion for nonprofits.

Persons Testifying (Innovation, Technology & Economic Development): (In support)
Senator Carlyle, prime sponsor; Jaclyn Greenberg, Washington State Hospital Association;
Fielding Greaves, Advanced Medical Technology Association; Michael Schutzler,
Washington Technology Industry Association; Ryan Harkins, Microsoft; Sean Holland,
Washington Land Title Association; Renee Sunde, Washington Retail Association; and
Robert Battles, Association of Washington Business.

(Opposed) Stan Shikuma, Japanese American Citizens League-Seattle Chapter; Larry

Behrendst, Indivisible; Livio De La Cruz, Black Lives Matter Seattle; James McMahan,
Washington Association of Sheriffs and Police Chiefs; Derek Lum, Interlm Community
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Development Association; Eli Goss, One America; Jon Pincus, Indivisible Plus: Washington
State; Deborah Pierce; and Jevan Hutson, University of Washington School of Law.

(Other) Maureen Mahoney, Consumer Reports; Joseph Jerome, Common Sense Media;
Andrea Alegrett, Office of the Attorney General; Larry Shannon, Washington State
Association for Justice; Trent House, Washington Bankers Association; Carolyn Logue,
Washington Food Industry Association; Christopher Oswald, Association of National
Adpvertisers; Dustin Brighton, Network Advertising Initiative; Drake Jamali, Security
Industry Associations; Alexa Silver, American Heart Association; and Rowland Thompson,
Allied Daily Newspapers of Washington; and Jennifer Lee, American Civil Liberties of
Washington.

Persons Testifying (Appropriations): (In support) Larry Shannon, Washington State
Association for Justice.

(Opposed) James McMahan, Washington Association of Sheriffs and Police Chiefs; and
Robert Battles, Association of Washington Business.

(Other) Mike Webb, Office of the Attorney General; Irene Plenefisch, Microsoft; Mark
Johnson, Washington Retail Association; and Shelly Helder, Goodwill Industries.

Persons Signed In To Testify But Not Testifying (Innovation, Technology & Economic
Development): None.

Persons Signed In To Testify But Not Testifying (Appropriations): None.
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