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ENGROSSED SENATE BI LL 5962

St ate of WAshi ngt on 56th Legislature 1999 Regul ar Sessi on

By Senators Brown, Horn and Finkbeiner; by request of Secretary of
State and Governor Locke

Read first tinme 02/18/1999. Referred to Committee on Energy,
Technol ogy & Tel ecommuni cati ons.

AN ACT Relating to the pronotion of electronic conmmerce through
digital signatures; anending RCW 19.34.010, 19.34.020, 19.34.030,
19. 34.100, 19.34.110, 19.34.111, 19.34.120, 19.34.130, 19.34.200,
19. 34. 210, 19.34.231, 19.34.250, 19.34.280, 19.34.330, 19.34.340,
19. 34. 400, 19. 34.410, and 43. 105. 320; adding a new section to chapter
19.34 RCW creating a new section; providing an expiration date; and
decl ari ng an energency.

BE | T ENACTED BY THE LEG SLATURE OF THE STATE OF WASHI NGTON:

Sec. 1. RCW 19. 34. 010 and 1996 c¢ 250 s 102 are each anended to
read as foll ows:

This chapter shall be construed consistently with what 1is
comercially reasonabl e under the circunstances and to effectuate the
fol |l ow ng purposes:

(1) To facilitate comerce by neans of reliable electronic
nessages;

(2) To ensure that electronic signatures are not denied |ega

recognition solely because they are in electronic form

(3) To provide a voluntary Ilicensing nechanism for digital

signature certification authorities by which businesses, consuners,
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courts, governnent agencies, and other entities can reasonably be
assured as to the integrity, authenticity, and nonrepudiation of a
digitally signed el ectronic comunication;

(4) To establish procedures governing the use of digital signatures
for official public business to provide reasonable assurance of the
integrity, aut henticity, and _nonrepudi ation of an__electronic
comuni cati on

(5) To mnimze the incidence of forged digital signatures and
fraud in el ectronic comerce,;

((3))) (B6) To inplenent legally the general inport of relevant
standards((, such as X 509 of the international teleconmunication

' ' )): and

((4)Y)) (7) To establish, in coordination with ((mHtiple)) states
and ot her jurisdictions, uniformrules regarding the authentication and
reliability of electronic nmessages.

Sec. 2. RCW19.34.020 and 1997 ¢ 27 s 30 are each anended to read
as follows:

Unl ess the context clearly requires otherwi se, the definitions in
this section apply throughout this chapter:

(1) "Accept a certificate" neans ((et+ther—

&r)) to manifest approval of a certificate, while know ng or
having notice of its contents((:—e+

subsegquentty—issues—a——certifiecatebased—on—the—apptieatton)). Such

approval may be manifested by the use of the certificate.

(2) "Accept a digital signature” neans to verify a digital
signature or take an action in reliance on a digital signature.

(3) "Asymmetric cryptosystent neans an algorithm or series of
al gorithns that provide a secure key pair.

(4) "Certificate" nmeans a conputer-based record that:

(a) ldentifies the certification authority issuing it;

(b) Names or identifies its subscriber

(c) Contains the subscriber’s public key; and
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(d) I's digitally signed by the certification authority issuing it.

(5 "Certification authority" means a person who issues a
certificate.

(6) "Certification authority disclosure record" neans an on-|ine,
publicly accessible record that concerns a licensed certification

authority and is kept by the secretary. ((A—e€erti+fiecatton—authority
el o I IOV Lot I
vhrder—REOW-19-34-0306-))

(7) "Certification practice statenent” nmeans a decl aration of the
practices that a certification authority enploys in 1issuing
certificates ((genreralby——or—enmployed—+n—issutng—a—ratertal
eertifieate)).

(8) "Certify" means to declare with reference to a certificate,
with anple opportunity to reflect, and with a duty to apprise oneself
of all material facts.

(9) "Confirm nmeans to ascertain through appropriate inquiry and
i nvesti gati on.

(10) "Correspond,” with reference to keys, neans to belong to the
sanme key pair.

(11) "Digital signature" neans an electronic signature that is a
transformati on of a nessage using an asymmetric cryptosystemsuch that
a person having the initial nmessage and the signer’s public key can
accurately determ ne:

(a) Whether the transformation was created using the private key
that corresponds to the signer’s public key; and

(b) Whether the initial nessage has been altered since the
transformati on was nade.

(12) "Electronic" neans electrical, digital, magnetic, optical
el ectromagnetic, or any other form of technology that entails
capabilities simlar to these technol ogies.

(13) "Electronic record" neans a record generated, comunicated,
received, or stored by electronic neans for use in an information
systemor for transm ssion fromone information systemto another.

(14) "Electronic signature"” neans a signature in electronic form
attached to or logically associated with an electronic record,
including but not limted to a digital signature.

(15) "Financial institution" neans a national or state-chartered
comerci al bank or trust conpany, savi ngs bank, savi ngs associ ation, or
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credit union authorized to do business in the state of Washi ngton and
t he deposits of which are federally insured.

((££3))) (16) "Forge a digital signature" nmeans either:

(a) To create a digital signature without the authorization of the
rightful holder of the private key; or

(b) To create a digital signature verifiable by a certificate
listing as subscri ber a person who either:

(i) Does not exist; or

(11) Does not hold the private key corresponding to the public key
listed in the certificate.

((+4)y)) (17) "Hold a private key" neans to be authorized to
utilize a private key.

((£25))) (18) "Incorporate by reference" neans to nmake one nessage
a part of another nessage by identifying the nessage to be i ncorporated
and expressing the intention that it be incorporated.

((x6))) (19) "lssue a certificate" neans the acts of a
certification authority in creating a certificate and notifying the
subscriber listed in the certificate of the contents of the
certificate.

((+H)) (20) "Key pair" nmeans a private key and its correspondi ng
public key in an asymmetric cryptosystem keys which have the property
that the public key can verify a digital signature that the private key
creates.

((x8)y)) (21) "Licensed certification authority" neans a
certification authority to whom a license has been issued by the
secretary and whose license is in effect.

((29Y)) (22) "Message" neans a digital representation of
i nformati on.

((£26))) (23) "Notify"™ means to conmunicate a fact to another
person in a manner reasonably likely under the circunstances to inpart
knowl edge of the information to the other person.

((£2)) (24) "Oficial public business" neans any legally
aut hori zed transaction or comuni cation anong state agencies, tribes,

and |l ocal governnents, or between a state agency, tribe, or |oca

governnent and a private person or entity.

(25) "Operative personnel” nmeans one or nore natural persons acting
as a certification authority or its agent, or in the enploynent of, or
under contract with, a certification authority, and who have:
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(a)  (( ol L i bt : I

e . hority:

b))) Duties directly involving the issuance of certificates,
creation of private keys((;—oer—admnistration—of—a——~certifiecation

hority! . aciHities)):

(b) Responsibility for the secure operation of the trustworthy
system used by the certification authority or any recognized
repository;

(c) Direct responsibility, beyond general supervisory authority,
for establishing or adopting policies regarding the operation and
security of the certification authority; or

(d) Such other responsibilities or duties as the secretary my
establish by rule.

((22)) (26) "Person" neans a human being or an organi zation
capabl e of signing a docunent, either legally or as a matter of fact.

((23y)) (27) "Private key" neans the key of a key pair used to
create a digital signature.

((24)r)) (28) "Public key" neans the key of a key pair used to
verify a digital signature.

((25))) (29) "Publish" nmeans to ((+reeerdorFHtetnareposttory))
make information publicly avail able.

((26y)) (30) "Qualified right to paynment"” neans an award of
damages against a licensed certification authority by a court having
jurisdiction over the certification authority in a civil action for
viol ation of this chapter.

((£2H)) (81) "Recipient" nmeans a person who has received a
certificate and a digital signature verifiable with reference to a
public key listed in the certificate and is in a position to rely on
It.

((£28))) (32) "Recogni zed repository" means a repository recogni zed
by the secretary under RCW 19. 34. 400.

((299)) (33) "Recommended reliance limt" means the nonetary
anount recommended for reliance on a certificate wunder RCW
19. 34.280(1).

((36))) (34) "Repository" nmeans a system for storing and
retrieving certificates and other information relevant to digital
si gnat ures.

((31))) (35 "Revoke a certificate" neans to make a certificate
ineffective permanently froma specified tinme forward. Revocation is
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effected by notation or inclusionin a set of revoked certificates, and
does not inply that a revoked certificate is destroyed or made
illegible.

((32)) (36) "Rightfully hold a private key" neans the authority
to utilize a private key:

(a) That the hol der or the hol der’s agents have not disclosed to a
person in violation of RCW 19. 34.240(1); and

(b) That the holder has not obtained through theft, deceit,
eavesdr oppi ng, or other unlawful neans.

((33))) (37) "Secretary" neans the secretary of state.

((34))) (38) "Subscriber" nmeans a person who:

(a) I's the subject listed in a certificate;

(b) Applies for or accepts the certificate; and

(c) Holds a private key that corresponds to a public key listed in
that certificate.

((35)1)) (39) "Suitable guaranty" neans either a surety bond
executed by a surety authorized by the insurance conm ssioner to do
business in this state, or an irrevocable letter of credit issued by a
financial institution authorized to do business in this state, which,
in either event, satisfies all of the follow ng requirenents:

(a) It is issued payable to the secretary for the benefit of
persons holding qualified rights of paynent against the I|icensed
certification authority nanmed as the principal of the bond or custoner
of the letter of credit;

(b) I't isin an anount specified by rule by the secretary under RCW
19. 34. 030;

(c) It states that it is issued for filing under this chapter;

(d) I't specifies atermof effectiveness extending at | east as | ong
as the termof the license to be issued to the certification authority;
and

(e) It is in a form prescribed or approved by rule by the
secretary.

A suitable guaranty may also provide that the total annual
l[iability on the guaranty to all persons making clains based on it may
not exceed the face amount of the guaranty.

((36))) (40) "Suspend a certificate" nmeans to make a certificate
ineffective tenporarily for a specified tine forward.

((31)) (41) "Tine stanp" nmeans either:
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(a) To append or attach ((te—a—ressage,—digital—sighature—or
eert+ft+eate)) adigitally signed notation indicating at | east the date,

time, and identity of the person appendi ng or attaching the notation to
a nessage, digital signature, or certificate; or

(b) The notation thus appended or attached.

((38))) (42) "Transactional certificate" neans avalidcertificate
i ncorporating by reference one or nore digital signatures.

((39Y)) (43) "Trustworthy systent neans conputer hardware and
software that:

(a) Are reasonably secure fromintrusion and m suse; and

(b) ((Previrde—areasenabletevel—eof—avattabirit+ty—reblabt-+ty—and
correet—oeperatioen—and

n N . I : i heiri lodf . )

Conformw th the requirenents established by the secretary by rule.

((€46))) (44) "valid certificate" neans a certificate that:

(a) Alicensed certification authority has issued;

(b) The subscriber listed in it has accepted,

(c) Has not been revoked or suspended; and

(d) Has not expired.

However, a transactional certificateis avalidcertificate only in
relation to the digital signature incorporated in it by reference.

(((4H)) (45) "Verify a digital signature"” neans, inrelationto a
given digital signature, nmnmessage, and public key, to determ ne
accurately that:

(a) The digital signature was created by the private key
corresponding to the public key; and

(b) The nessage has not been altered since its digital signature
was creat ed.

NEW SECTION. Sec. 3. A new section is added to chapter 19.34 RCW
to read as foll ows:

The presunptions of validity and reasonabl eness of conduct, and t he
limtations on liability in this chapter do not apply to electronic
records or electronic signatures except for digital signatures created
in conformance with all of the requirenents of this chapter and rules
adopt ed under this chapter

Sec. 4. RCW 19. 34. 030 and 1997 ¢ 27 s 1 are each anended to read
as foll ows:
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© 00 N O Ol WDN P

W W W W W W W WwWWwWMNNDNDNDNDNDNMNDNDNMNDNDNMNDNMDNNMNMNMNMNMNNNREPRPRPPRPPRPPRPPERPPERPRPREPPR
©O© 00 N O Ol WNPEFEP O O 0WwWNO UG P WDNPEP O OWWNO O M wWwDNPEF, O

(1) The secretary nust ((naintain—a—publi-cly-aceessi-ble—database
eontai-ni-ng)) publish a certification authority disclosure record for

each licensed certification authority, and a list of all judgnents
filed with the secretary, within the previous five years, under RCW

19. 34. 290. ((Fhe—seecretary—rmust—pubHsh-the—econtents—ofthedatabase
. | . I . )

(2) The secretary may adopt rules consistent with this chapter and
in furtherance of its purposes:

(a) To ((gevern—H<censed)) license certification authorities
((and)), ((recognized)) recogni ze repositories, ((theirr—practice—and
I . . : " I e . hority . I

repoesttory-s—practiee)) certify operative personnel, and govern the
practices of each;

(b) To determne ((anr)) the formand anount reasonably appropriate
for a suitable guaranty, in light of the burden a suitable guaranty
pl aces upon |icensed certification authorities and the assurance of
qual ity and financial responsibility it provides to persons who rely on
certificates issued by |licensed certification authorities;

(c) To specify reasonable requirenents for information to be
contained in or the form of certificates, including transactional
certificates, 1issued by licensed certification authorities, in
accordance with generally accepted standards for digital signature
certificates;

(d) To specify reasonable requirenents for recordkeeping by
licensed certification authorities;

(e) To specify reasonable requirenents for the content, form and
sources of information in certification authority disclosure records,
t he updating and tineliness of the information, and ot her practices and
policies relating to certification authority disclosure records;

(f) To specify the form of and information required in
certification practice statenents, as well as requirenents regarding
the publication of certification practice statenents;

(g) To specify the procedure and manner in which a certificate my
be suspended or revoked, as consistent with this chapter; ((and))

(h) To specify the procedure and manner by which the | aws of other
jurisdictions may be recognized, in order to further uniform rules
regarding the authentication and reliability of electronic nessages;
and

(i) Oherwise to give effect to and inplenent this chapter.
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(3) The secretary may act as a certification authority, and the

certificates issued by the secretary shal

be treated as havi ng been

issued by a licensed certification authority.

Sec. 5. RCW19.34.100 and 1998 ¢ 33 s 1 are each anended to read
as follows:
(1) To obtain or retain alicense, a certification authority nust:

{d))) Provide proof of identity to the secretary;

(b)) Enploy only certified operative personnel in appropriate

posi tions;
(c) File with the secretary

((a))

an

appropriate, suitable

guaranty, unless the certification authority is a city or county that

is self-insured or the departnent of

((ter)) (f) Conply with all

i nformati on services;

(((e))) (d) Use a trustworthy systen((;—+neluding—a—secure—neans
: Limt . . key))

((6))) (e) Maintain an office in this state or have established a
regi stered agent for service of process in this state; and

further

licensing and practice

requi renents established by rule by the secretary.

(2) ((Fhe——seeretary—must—+ssue—a—teense—to—a——~certifeation

adt-hert+ty—that—

o it ed und I : 1y of thi Con:
" i es | L I : L ; I
o oy : I Ly Lo byt |

P.
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3))) The secretary may by rule ((elasstfy—ecenses)) create

license classifications according to specified limtations, ((sueh-as

hority. . | i nale fi . on)) and
the secretary may issue |licenses restricted according tothe limts of
each classification. ((Fhet+abirHHty+Hmts—ofREW19-34280do—net
| e . " e . hori I I
I . f e . horityv s | )

(3) The secretary may inpose license restrictions specific to the

practices of an individual certification authority. The secretary
shall set forth in witing and naintain as part of the certification
authority’'s license application file the basis for such 1license

restrictions.

(4) The secretary may revoke or suspend a certification authority’s
license, in accordance with the admnistrative procedure act, chapter
34.05 RCW for failure to conply with this chapter or for failure to
remain qualified under subsection (1) of this section. The secretary
may order the summary suspension of a |icense pendi ng proceedi ngs for
revocation or other action, which nust be pronptly instituted and
determned, if the secretary includes within a witten order a finding
that the certification authority has either:

(a) Utilized its license in the commssion of a violation of a
state or federal crimnal statute or of chapter 19.86 RCW or

(b) Engaged in conduct giving rise to a serious risk of loss to
public or private parties if the license is not imedi ately suspended.

(5 The secretary may recognize by rule the licensing or
authorization of certification authorities by other governnental
entities, in whole or in part, provided that those licensing or
aut horization requirenents are substantially simlar to those of this
state. If licensing by another governnent is so recognized:

(a) RCW19. 34. 300 t hrough 19. 34. 350 apply to certificates i ssued by
the certification authorities |icensed or authorized by that gover nnent
in the sane manner as it applies to |licensed certification authorities
of this state; and

(b) The liability limts of RCW 19.34.280 apply to the
certification authorities |icensed or authorized by that government in
the sane manner as they apply to licensed certification authorities of
this state.

ESB 5962 p. 10
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A)) Acertification authority that has not obtained a license is
not subject to the provisions of this chapter, except as specifically
provi ded.

Sec. 6. RCW19.34.110 and 1997 ¢ 27 s 5 are each anended to read
as foll ows:
(1) Alicensed certification authority shall obtain a conpliance

audit{{(, as nmay be nore fully defined by rule of the secretary, at

at such tinmes and in such manner as directed by rule of the secretary.

If the certification authority is also a recognized repository, the
audit nust include the repository.

(2) The certification authority shall file a copy of the audit
report with the secretary. The secretary may provide by rule for
filing of the report in an el ectronic formt ((—Fhe—seeretary—shat))
and may publish the report in the certification authority disclosure
record it maintains for the certification authority.

Sec. 7. RCW19.34.111 and 1997 ¢ 27 s 6 are each anended to read
as follows:

(1))((2r)) An auditor signing a report of opinion as to a
conpliance audit required by RCW 19. 34. 110 nust:

((()) (a) Be a certified public accountant, |icensed under
chapter 18.04 RCW or equivalent |licensing statute of another
jurisdiction; ((er)) and

((+))) (b) Meet such other qualifications as the secretary my
establish by rule.

( (H)r—~Auditors—must—etther—possess—such—conrputer—seeurtty
gqua-fHecat+ens—as—are—necessary—to—conduct—the—audit—or—enploys-
eont+raect—or—assoctate-wthHrrs—ori+ndivi-dual s whodo—TFhe seeretary
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(2) The conpliance audits of state agencies and | ocal governnents
who are |licensed certification authorities, and the secretary, nust be
performed under the authority of the state auditor. The state auditor
may contract with private entities as needed to conply with this
chapter.

Sec. 8. RCW19.34.120 and 1997 ¢ 27 s 7 are each anmended to read
as follows:

(1) The secretary may investigate the activities of a |icensed
certification authority material to its conpliance with this chapter
and issue orders to a certification authority to further its
i nvestigation and secure conpliance with this chapter.

(2) The secretary may suspend or revoke the license of a
certification authority for its failure to conply with an order of the
secretary.

(3) The secretary may by order inpose and collect a civil
((menetary)) penalty against a licensed certification authority for a
violation of this chapter ((+Hr—anr—areunt)). The penalty shall not
((+e)) exceed ten thousand dollars per incident, or ninety percent of
the recommended reliance limt of a material certificate, whichever is
less. In case of a violation continuing for nore than one day, each
day is considered a separate incident. The secretary may adopt rules
setting forth the standards governing the exercise of the secretary’s
di scretion as to penalty anounts. In the case of a state agency
authorized by law to be a licensed certification authority, the sole
penalty inposed under this subsection shall consist of specific
findings of nonconpliance and an order requiring conpliance with this
chapter and the rules of the secretary. Any penalty inposed under this
chapter and chapter 34.05 RCW shall be enforceable in any court of
conpetent jurisdiction.

(4) The secretary may order a certification authority, which it has
found to be in violation of this chapter, to pay the costs incurred by
the secretary in prosecuting and adjudi cating proceedings relative to
the order, and enforcing it.

(5) The secretary nmust exercise authority under this section in
accordance with the adm nistrative procedure act, chapter 34.05 RCW
and a licensed certification authority may obtain judicial review of

ESB 5962 p. 12
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the secretary’ s actions as prescribed by chapter 34.05 RCW The
secretary may al so seek injunctive relief to conpel conpliance with an
or der.

Sec. 9. RCW 19.34.130 and 1996 c¢c 250 s 204 are each anended to
read as foll ows:

(1) No certification authority, whether licensed or not, may
conduct its business in a manner that creates an unreasonable risk of
| oss to subscribers of the certification authority, to persons relying
on certificates issued by the certification authority, or to a
repository.

(2) The secretary may publish ((+At+he+repository—it—provides—or
elsewhere;-)) brief statements advising subscribers, persons relying on
digital signatures, or other repositories about activities of a
certification authority, whether licensed or not, that create a risk
prohi bited by subsection (1) of this section. The certification
authority nanmed in a statenent as creating or causing such a risk my
protest the publication of the statenent by filing a witten defense of
ten thousand bytes or |ess. Upon receipt of such a protest, the
secretary nust publish the protest along with the secretary’s
statenment, and nust pronptly give the protesting certification
authority notice and an opportunity to be heard. Foll owi ng the
hearing, the secretary nust rescind the advisory statenent if its
publication was unwarranted under this section, cancel it if its
publication is no | onger warranted, continue or anend it if it renains
warranted, or take further legal action to elimnate or reduce a risk
prohi bited by subsection (1) of this section. The secretary nust
publish its decision in the repository it provides.

(3) In the manner provided by the adm nistrative procedure act,
chapter 34.05 RCW the secretary nmay issue orders and obtain
injunctions or other civil relief to prevent or restrain a
certification authority from violating this section, regardless of
whet her the certification authority is licensed. This section does not
create a right of action in a person other than the secretary.

Sec. 10. RCW19. 34.200 and 1997 ¢ 27 s 8 are each anended to read
as follows:

(1) Alicensed certification authority ((er—subseriber)) shall use
only a trustworthy systen((:

p. 13 ESB 5962
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{a))) to issue, suspend, or revoke ((a—eertiitecater-
{b))) certificates. A licensed certification authority shall use
a recogni zed repository to publish or give notice of the issuance,

suspension, or revocation of a certificate((:—e+
eyr—Fo——<create—aprtvate—key)).
(2) Alicensed certification authority ((rust—diseloeseanyraterial
e . . | I : ol e I

effeeting—a—diselosurerequiredinthis—subseetion-)) shall publish a
certification practice statement in accordance wth the rules
established by the secretary. The secretary shall publish the

certification practice statenents of |icensed certificationauthorities
submtted as part of the licensing process in a manner simlar to the
publication of the certification authority disclosure record.

(3) Alicensed certification authority shall know ngly enploy as
operative personnel only persons who have not been convicted within the
past seven years of a felony and have never been convicted of a crine
involving fraud, false statenent, or deception. For purposes of this
subsection, a certification authority know ngly enpl oys such a person
if the certification authority knew of a conviction, or should have
known based on information required by rule of the secretary.
Oper ati ve personnel enployed by alicensed certification authority nmust
al so be persons who have denonstrated know edge and proficiency in
following the requirenents of this chapter. The secretary nay provide
by rule for the certification of operative personnel, and provide by
rule for the manner in which crimnal background information is
provided as part of the certification process, as well as the manner in
whi ch know edge and proficiency in following the requirenents of this
chapter may be denonstrat ed.

Sec. 11. RCW19. 34.210 and 1997 ¢ 27 s 9 are each anended to read
as follows:

(1) Alicensed certification authority may issue a certificate to
a subscriber only after all of the follow ng conditions are satisfied:

(a) The certification authority has received a request for issuance
si gned by the prospective subscriber; and
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(b) The certification authority has confirnmed that:

(1) The prospective subscriber is the person to be listed in the
certificate to be issued,

(1i) If the prospective subscriber is acting through one or nore
agents, the subscriber duly authorized the agent or agents to have
custody of the subscriber’s private key and to request issuance of a
certificate listing the correspondi ng public key;

(ti1) The information in the certificate to be issued is accurate;

(1v) The prospective subscriber rightfully holds the private key
corresponding to the public key to be listed in the certificate;

(v) The prospective subscriber holds a private key capable of
creating a digital signature;

(vi) The public key to be listed in the certificate can be used to
verify a digital signature affixed by the private key held by the
prospective subscriber; and

(vii) The certificate provides information sufficient to | ocate or
identify one or nore repositories in which notification of the
revocation or suspension of the certificate will be listed if the
certificate is suspended or revoked.

(c) The requirenents of this subsection may not be waived or
disclaimed by weither the Ilicensed certification authority, the
subscri ber, or both.

(2) ((H—the—subsertber—aceepts—the—+tssued—~certifteate—the

e . hori blis] . I e e
. . I . | I e . hori L

. . L. | )) In
confirmng that the prospective subscriber is the person to be |listed
in the certificate to be issued, a licensed certification authority
shal |l nake a reasonable inquiry into the subscriber’s identity in |ight
of .

(a) Any statenents made by the certification authority regarding
the reliability of the certificate;

(b) The reliance linmt of the certificate;

(c) Any recomended uses or applications for the certificate; and

(d) Whether the certificate is a transactional certificate or not.

(3) Acertification authority shall be presuned to have confirned
that the prospective subscriber is the person to be listed in a
certificate where:
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(a) The subscriber appears before the certification authority and
presents identification docunents consisting of at |east one of the
foll ow ng:

(1) A current identification docunent issued by or under the
authority of the United States, or such simlar identification docunent
i ssued under the authority of another country;

(ii) A current driver’'s license issued by a state of the United
States; or

(iii) A current personal identification card issued by a state of
the United States; and

(b) Operative personnel certified according to lawor a notary has
revi ewed and accepted the identification information of the subscriber.

(4) The certification authority may establish policies regarding
the publication of certificates in its certification practice
statenent, which nust be adhered to unless an agreenent between the
certification authority and the subscriber provides otherwse. |If the
( ( subsert+ber—doesnoet—acecept—the—certifteate,—atHecensedeerttfiecatton

hori blish it L N . I

HH f )) certification authority does
not establish such a policy, the certification authority must publish
a signed copy of the certificate in a recogni zed repository.

((3))) (5. Nothing in this section precludes a Iicensed
certification authority from conformng to standards, certification
practice statenents, security plans, or contractual requirenments nore
ri gorous than, but neverthel ess consistent with, this chapter.

((4))) (B6) After issuing a certificate, a licensed certification
authority nust revoke it imediately upon confirmng that it was not
i ssued as required by this section. Alicensed certification authority
may al so suspend a certificate that it has issued for a ((reasenable))
peri od not exceedi ng ((Atnrety-—six—hours)) five business days as needed
for an investigation to confirm grounds for revocation under this
subsecti on. The certification authority nust give notice to the
subscri ber as soon as practicable after a decision to revoke or suspend
under this subsection.

((5))) (7). The secretary may order the licensed certification
authority to suspend or revoke a certificate that the certification
authority issued, if, after giving any required notice and opportunity
for the certification authority and subscriber to be heard in
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accordance with the adm nistrative procedure act, chapter 34.05 RCW
the secretary determ nes that:

(a) The certificate was i ssued wi thout substantial conpliance with
this section; and

(b) The nonconpliance poses a significant risk to persons
((reasenably)) relying on the certificate.

Upon determ ning that an energency requires an inmmedi ate renedy,
and in accordance with the adm nistrative procedure act, chapter 34.05
RCW the secretary may issue an order suspending a certificate for a

period not to exceed ((#ntnrety—stx—heurs)) five business days.

Sec. 12. RCW19. 34. 231 and 1997 ¢ 27 s 10 are each anended to read
as follows:

(1) 1f a signature of a wunit of state or |ocal governnent,
including its appropriate officers or enpl oyees, ((fay)) 1S required by
statute, admnistrative rule, court rule, or requirenent of the office
of financial nanagenent, that unit of state or |ocal governnent shal
becone a subscriber to a certificate issued by a licensed certification
authority for purposes of conducting official public business((—but

| f I e . . - ¥ I e .

hority . : | I e
I e it . . | vy .
aut-hoer+ty)) with electronic records.

(2) Acity or county may becone a licensed certification authority
under RCW 19.34.100 for purposes of providing services to |ocal
governnment, if authorized by ordinance adopted by the city or county
| egi sl ative authority.

(3) ((F . . L I e . horiti .

I 2t : I ) I I . digital
) I ) i I ) I I |

hi el I ) ) ) "y | . ) Le.

e ) Y e T ol ) A

unit of state governnent, except the secretary and the departnent of
information services, nmay not act as a certification authority.

Sec. 13. RCW19.34. 250 and 1997 ¢ 27 s 12 are each anended to read
as foll ows:

(1) Unless the certification authority ((andthe-subseriber—agree))

provides otherwse in the certificate or its certification practice
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statenent, the licensed <certification authority that issued a

certificate that is not a transactional certificate nust suspend the

certificate for a period not to exceed ((nrhrety-—six—hours)) five

busi ness days:

(a) Upon request by a person whom the certification authority
reasonably believes to be: (i) The subscriber named in the
certificate; (ii) a person duly authorized to act for that subscri ber
or (iii) a person acting on behalf of the unavail able subscriber; or

(b) By order of the secretary under RCW 19. 34. 210(5).

The certification authority need not confirmthe identity or agency
of the person requesting suspension. The certification authority may
requi re the person requesti ng suspension to provi de evidence, including
a statenment under oath or affirmation, regarding the requestor’s
identity, authorization, or the unavailability of the subscriber. Law
enforcenent agencies mnmmy investigate suspensions for possible
wr ongdoi ng by persons requesting suspensi on.

(2) Unless the ((eertifieate)) certification authority provides
otherwise ((er)) in the certificate ((is—atransactionalecertifiecate))
or its certification practice statenent, the secretary may suspend a
certificate issued by a licensed certification authority for a period
not to exceed ((n+-hety—six—hours)) five business days, if:

(a) Apersonidentifying hinmself or herself as the subscriber naned
inthe certificate, a person authorized to act for that subscriber, or
a person acting on behalf of that wunavail able subscriber [requests
suspensi on]; and

(b) The requester represents that the certification authority that
issued the certificate is unavail abl e.

The secretary may require the person requesting suspension to
provi de evidence, including a statenent under oath or affirmation,
regarding his or her identity, authorization, or the unavailability of
the issuing certification authority, and may decline to suspend the
certificate in its discretion. Law enforcenent agencies nmay
i nvestigate suspensions by the secretary for possible wongdoing by
persons requesting suspension.

(3) Imediately upon suspension of a certificate by a |icensed
certification authority, the licensed certification authority nust give
notice of the suspension according to the specification in the
certificate. If one or nore repositories are specified, then the
licensed certification authority nust publish a signed notice of the

ESB 5962 p. 18



© 00 N O Ol WDN P

W W W W W W W WPNDNDNDNDNMNDNMNDNDDNNMNDNMNMNMNMNNMNPEPPRPPRPPRPPRPERPEPRPPRPPREPE
N o oA WNEFE OO 0o NP WDNPE OO oo N O P~ wWwDNNEe o

suspension in all the repositories. |If a repository no |onger exists
or refuses to accept publication, or if no repository is recognized
under RCW 19.34.400, the licensed certification authority nust also
publish the notice in a recognized repository. If a certificate is
suspended by the secretary, the secretary nust give notice as required
in this subsection for a licensed certification authority, provided
that the person requesting suspensi on pays in advance any fee required
by a repository for publication of the notice of suspension.

(4) Acertification authority nust term nate a suspension initiated
by request only:

(a) If the subscriber named in the suspended certificate requests
termnation of the suspension, the certification authority has
confirmed that the person requesting suspension is the subscriber or an
agent of the subscriber authorized to term nate the suspension; or

(b) When the certification authority discovers and confirns that
the request for the suspension was nade w thout authorization by the
subscri ber. However, this subsection (4)(b) does not require the
certification authority to confirma request for suspension.

(5) The contract between a subscriber and a |licensed certification
authority may Ilimt or preclude requested suspension by the
certification authority, or may provide otherwi se for term nation of a
request ed suspensi on. However, if the contract limts or precludes
suspensi on by the secretary when the issuing certification authority is
unavail able, the limtation or preclusion is effective only if notice
of it is published in the certificate.

(6) No person may knowingly or intentionally msrepresent to a
certification authority his or her identity or authorization in
requesting suspension of a certificate. Violation of this subsection
IS a gross m sdeneanor.

(7) The secretary may authorize other state or |ocal governnental
agencies to performany of the functions of the secretary under this
section upon a regional basis. The authorization nust be fornalized by
an agreenent under chapter 39.34 RCW The secretary may provide by
rule the terns and conditions of the regional services.

(8) A suspension under this section nust be conpleted within
twenty-four hours of receipt of all information required in this
section.
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Sec. 14. RCW19. 34. 280 and 1997 ¢ 27 s 14 are each anended to read
as follows:

(1) By clearly specifying a recommended reliance limt in a
certificate and in the certification practice statenent, the issuing
certification authority recomends that persons rely onthe certificate
only to the extent that the total anobunt at risk does not exceed the
recommended reliance limt.

(2) Subject to subsection (3) of this section, unless a |licensed
certification authority waives application of this subsection, a
licensed certification authority is:

(a) Not liable for a | oss caused by reliance on a fal se or forged
digital signature of a subscriber, if, with respect to the false or
forged digital signature, the certification authority conplied with al
mat erial requirenents of this chapter;

(b) Not lIiable in excess of the anount specified in the certificate
as its recoommended reliance limt for either:

(1) A loss caused by reliance on a msrepresentation in the
certificate of a fact that the licensed certification authority is
required to confirm or

(1i) Failure to conmply with RCW 19.34.210 in issuing the
certificate;

(c) Not liable for:

(1) Punitive or exenplary danmages. Nothing in this chapter may be
interpreted to permt punitive or exenplary damages that would not
otherwi se be permtted by the law of this state; or

(1i1) Damages for pain or suffering.

(3) Nothing in subsection (2)(a) of this section relieves a
licensed certification authority of its liability for breach of any of
the warranties or certifications it gives under RCW 19.34.220 or for
its lack of good faith, which warranties and obligation of good faith
may not be discl ai mred. However, the standards by which the performance
of alicensed certification authority’s obligation of good faithis to
be nmeasured may be determ ned by agreement or notification conplying
W th subsection (4) of this sectionif the standards are not manifestly
unr easonabl e. The liability of a licensed certification authority
under this subsection is subject to the limtations in subsection
(2)(b) and (c) of this section unless the Iimts are waived by the
licensed certification authority.
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(4) Consequential or incidental danmages may be |iquidated, or may
otherwse be |imted, altered, or excluded unless the |limtation,
alteration, or exclusion is unconscionable. A licensed certification
authority may liquidate, limt, alter, or exclude consequential or
i nci dental damages as provided in this subsection by agreenent or by
notifying any person who will rely on a certificate of the |Iiquidation,
limtation, alteration, or exclusion before the person relies on the
certificate.

Sec. 15. RCW 19. 34. 330 and 1996 c¢c 250 s 404 are each anended to
read as fol |l ows:
A ((eepy—of—a)) digitally signed nessage ((+s—as—effeetive—vald-
I : N I ainal f o | | ) ) d

the—vald—effeective,—and—enforeceable)) shall be deened to be an
original of the nessage.

Sec. 16. RCW19. 34. 340 and 1997 ¢ 27 s 21 are each anended to read
as follows:

((£2)) Unless otherwi se provided by |aw ((er—eentract—H——so
dedi I e . C L I e .
aut-hert+ty)) or agreenent, a digital signature verified by reference to
the public key listed in a valid certificate issued by a |icensed
certification authority satisfies t he requirenents for an
acknow edgnent under RCW 42.44.010(4) and for acknow edgnent of deeds
and other real property conveyances under RCW 64. 04. 020 ( (+F—werds—of
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effeet—of—thts——seetion)).

Sec. 17. RCW19. 34.400 and 1997 c¢ 27 s 23 are each anended to read
as follows:

(1) The secretary nust recognize one or nore repositories, after
finding that a repository to be recogni zed:

(a) Is a licensed certification authority;

(b) I'ncludes, or wll include, a data base contai ning:

(1) Certificates published in the repository;

(1i) Notices of suspended or revoked certificates published by
licensed certification authorities or other persons suspending or
revoking certificates; and

(ri1) ((ecerttteatton—authority—diselosure—records—tor—tecensed

e . horities:

v AH I i blishedt I

. Lt e . horities: I
r)) Oher informati on adopted by rule by the secretary;

(c) Operates by neans of a trustworthy system that may, under
adm nistrative rule of the secretary, include additional or different
attri butes than those applicable to a certification authority that does
not operate as a recogni zed repository;

(d) Contains no significant anount of information that is known or
likely to be untrue, inaccurate, or not reasonably reliable;

(e) (( . e blishedd e . horiti

I : I v bindi . I I i

I I ol i | . I I

e . horities. ¢l I f thi ;

)) Keeps ((an—arehive)) a record of certificates that have been

suspended or revoked, or that have expired, ((wthinatteast—thepast
three—years)) in _accordance wth requirenents adopted by rule by the

secretary; and

(g) Conplies with other reasonabl e requirenents adopted by rul e by
the secretary.

(2) A repository may apply to the secretary for recognition by
filing a witten request and providing evidence to the secretary
sufficient for the secretary to find that the conditions for
recognition are satisfied, in accordance with requirenents adopted by
rule by the secretary.
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(3) Arepository may discontinue its recognition by filing thirty
days’ witten notice with the secretary, upon neeting any conditions
for discontinuance adopted by rule by the secretary. In addition the
secretary may discontinue recognition of a repository in accordance
with the admnistrative procedure act, chapter 34.05 RCW if the
secretary concludes that the repository no longer satisfies the
conditions for recognition listed in this section or in rules adopted
by the secretary.

Sec. 18. RCW19. 34.410 and 1997 ¢ 27 s 33 are each anended to read
as follows:

(1) Notwi thstanding a disclainer by the repository or a contract to
the contrary between the repository, a certification authority, or a
subscriber, a repository is liable for a loss incurred by a person
reasonably relying on a digital signature verified by the public key
listed in a certificate that has been suspended or revoked by the
licensed certification authority that issued the certificate, if |oss
was i ncurred nore than one business day after recei pt by the repository
of a request from the issuing licensed certification authority to
publ i sh notice of the suspension or revocation, and the repository had
failed to publish the notice when the person relied on the digita
si gnat ure.

(2) Unl ess wai ved, a recogni zed repository or the owner or operator
of a recogni zed repository is:

(a) Not liable for failure to record publication of a suspension or
revocation, unless the repository has received notice of publication
and one busi ness day has el apsed since the notice was received;

(b) Not Iliable under subsection (1) of this section in excess of
the anpunt specified in the certificate as the recommended reliance
limt;

(c) Not liable under subsection (1) of this section for:

(i) Punitive or exenplary danmages; or

(1i) Damages for pain or suffering;

(d) Not liable for m srepresentation in a certificate published by
a licensed certification authority;

(e) Not liable for accurately recording or reporting information
that a licensed certification authority, or court clerk, or the
secretary has published as required or permtted in this chapter,
i ncludi ng i nformati on about suspension or revocation of a certificate;
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(f) Not liable for reporting information about a certification
authority, a certificate, or a subscriber, if the information is
publ i shed as required or permtted in this chapter or a rul e adopted by
the secretary, or is published by order of the secretary in the
performance of the |licensing and regul atory duties of that office under
this chapter.

(3) Consequential or incidental danmages may be |iquidated, or may
otherwse be |imted, altered, or excluded unless the |limtation,
alteration, or exclusion is unconscionable. A recognized repository
may liquidate, |limt, alter, or exclude danmages as provided in this
subsection by agreenent, or by notifying any person who will rely on a
digital signature verified by the public key listed in a suspended or
revoked certificate of the liquidation, limtation, alteration, or
excl usion before the person relies on the certificate.

Sec. 19. RCW 43.105.320 and 1997 ¢ 27 s 29 are each anended to
read as foll ows:

The department of information services may becone a |icensed
certification authority, under chapter 19.34 RCW for the purpose of
provi ding services to ((state—andtocal—governnent)) agencies, |oca

governnents, and other entities and persons for purposes of official

state business. The departnent is not subject to RCW19. 34.100(1)(a).

The departnent shall only issue certificates, as defined in RCW
19. 34. 020, in which the subscriber is:

(1) The state of Washington or a departnent, office, or agency of
t he state;

(2) Acity, county, district, or other nunicipal corporation, or a
departnent, office, or agency of the city, county, district, or
muni ci pal corporation;

(3) An agent or enployee of an entity described by subsection (1)
or (2) of this section, for purposes of official public business;
((er))

(4) Any other person or entity engaged in matters of officia
public business, however, such certificates shall be limted only to

matters of official public business:; or

(5) An applicant for alicense as a certification authority for the
pur pose of conpliance with RCW 19. 34.100(1) (a).
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NEW SECTI O\ Sec. 20. (1) The office of financial managenent
shal |l convene a task force, which shall include both governnental and
nongover nnental representatives, to review the practice of the state
issuing certificates to nongovernnmental entities or individuals for the
pur pose of conducting official public business. The task force shal
prepare and submt its findings to the appropriate |egislative
comm ttees by Decenber 31, 2000.

(2) This section expires June 30, 2001.

NEW SECTI ON. Sec. 21. This act is necessary for the immedi ate
preservation of the public peace, health, or safety, or support of the
state governnment and its existing public institutions, and takes effect
i mredi atel y.

--- END ---
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