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SECOND ENGROSSED SUBSTI TUTE SENATE BI LL 6513

St ate of WAshi ngt on 56th Legislature 2000 Regul ar Sessi on

By Senate Commttee on Commerce, Trade, Housing & Financia
Institutions (originally sponsored by Senators Prentice, MCaslin,
Kline, Gardner, Wnsley, Kohl-WlIlles, Spanel and Costa; by request of
Attorney Ceneral)

Read first tine 02/ 04/ 2000.

AN ACT Relating to the privacy of personal information in
commerci al transactions invol ving financial institutions and ot hers who
mai ntain and transfer information; anending RCW 19.16. 250, 9. 35.010,
and 9. 35.020; adding new sections to chapter 9.35 RCW adding a new
chapter to Title 19 RCW creating new sections; prescribing penalties;
and providing an effective date.

BE | T ENACTED BY THE LEG SLATURE OF THE STATE OF WASHI NGTON:

NEW SECTI ON. Sec. 1. | NTENT. (1) The legislature finds that
every entity has an affirmative and continuing obligation to respect
the privacy of its consumers and to protect the security and
confidentiality of consuners. The legislature finds that Washington’s
citizens have a right to privacy and a reasonabl e expectation that the
personal information that they provide in commercial transactions with

financial institutions and others who mai ntain and transfer i nformation
will be kept private and confidential. The legislature finds that
there is no existing uniformlaw that creates an appropriate standard
of conduct for disclosure of consuners’ personal information and that
Washi ngton’s citizens need additional statutory protection fromfraud,
deception, nui sance, invasion of privacy, and breach of confidentiality
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related to the disclosure of personal information. The | egislature
intends to ensure that entities and consunmers work cooperatively to
protect consuner information and enforce sanctions when violations
occur.

(2) The legislature finds that the disclosure of personal and
sensitive information has caused specific significant harnms to
Washi ngt on consuners, including the appearance of unauthorized charges
or debits on consuners’ accounts, msappropriation of sensitive
information for the purpose of assumng a consunmer’s identity, the
unwanted and unintended dissem nation of personal and sensitive
information, and the invasion of privacy.

(3) The legislature finds that the flow of | ess sensitive personal
information has resulted in a nunber of increased market efficiencies
that are beneficial to consuners. These include nore rapid credit
transactions and check verifications, as well|l as an i ncreased nunber of
choices for products and services. The legislature finds that these
benefits can be maintained by giving consuners the opportunity to
choose whether their |less sensitive information wll be shared. The
| egi slature finds that giving consuners this choice best bal ances the
benefits and harns of disclosure of such information.

(4) The legislature finds that the incidence of identity theft is
rapidly growing, and that victins of identity theft need further
assi stance in obtaining the informati on necessary to the prosecution of
their cases. The legislature finds that requiring additional
information sharing by nerchants with victins will result in greater
protections for consuners and deter potential perpetrators.

NEW SECTI O\ Sec. 2. DEFI NI TI ONS. Unl ess the context clearly
requires otherwi se, the definitions in this section apply throughout
this chapter.

(1) "Affiliate" means an entity that controls, is controlled by, or
is under comon control or common ownership with another entity.
Conmpanies that form alliances as a financial services group for
purposes of marketing their services and are located at a common
address, have personnel and payroll functions adm nistered through a
central office, jointly sponsor one conbined enployee savings and
profit sharing plan, and have centralized data processing, mail
servi ce, comrunications, and procurenent are considered under conmobn
control and affiliated with each ot her.
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(2) "Consuner" or "custonmer" nmeans a natural person or his or her
| egal representative, who is a resident of the state of WAshi ngton, who
has been di scl osed to be a resident of the state of Washi ngton, and who
purchases, |eases, or otherwise contracts for products, goods, or
services within the state of Washington or from an entity at its
location in the state of Washington, that are primarily used for
personal, famly, or househol d purposes on or after the effective date
of this section and who continues to be a resident of the state of
Washi ngt on.

(3) "Control"™ neans (a) ownership, control, or power to vote
twenty-five percent or nore of the outstanding shares of any class of
voting security of the conpany, directly or indirectly, or acting
t hrough one or nore ot her persons, if the conpany is sharehol der-owned;
(b) control in any manner over the election of a mgjority of the
directors, trustees, or general partners (or individuals exercising
simlar functions) of the conpany; and (c) the power to exercise,
directly or indirectly, a controlling influence over the nmanagenent or
policies of the conpany.

(4) "Consuner-requested purpose” neans for the purpose of
establishing or maintaining a business relationship, conpleting a
transaction, or providing a product, good, or service requested by the
consuner if the personal or sensitive information that is sold, shared,
or transferred is subject to section 9(1) of this act.

(5) "De m ninmus cost nethod" neans any nethod, such as a toll-free
t el ephone nunber, a post office box or address for accepting first-
class mail, or any simlar, convenient, |ow cost nethod, which does not
exceed the cost of a first-class postage stanp for the consuner. |If
ot her de mninus cost nmethods are offered, accepting e-mail or online
messages from consuners shall be considered a de m ninus cost nethod.

(6) "Financial institution" neans (a) a financial institution as
defined in section 527(4) of the G anm Leach-Bliley Act, P.L. 106-102;
or (b) a bank hol di ng conpany or financial holding conpany, as defined
in sections 2(a) and 2(p) of the Bank Hol di ng Conpany Act, as anended,
or any subsidiary thereof as defined in section 2(d) of the Bank
Hol di ng Conpany Act, as anended.

(7) "Functional business purpose" neans use or disclosure of
sensitive or personal information between an information custodi an and
anot her entity or person to performservices or functions on behal f of
the information custodian as part of the information custodian’s
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provision of its products, goods, or services to its custoners, or to
assist in the maintenance or analysis of its relationships wth
custoners, if the personal or sensitive information that is sold,
shared, or transferred is subject to section 9 of this act;

(8) "Information custodi an" neans all nonpublic commercial entities

that maintain data containing personal information or sensitive
i nformati on about consuners they actually know resi de i n WAshi ngt on and
that sell, shar e, or otherwise transfer the information to

nonaffiliates for purposes other than consuner-requested purposes,
functi onal busi ness purposes, or under the circunmstances described in
section 5(3) or 7(3) of this act. An "information custodi an" does not
i nclude a consuner reporting agency, as defined in the federal Fair
Credit Reporting Act (15 U S.C. Sec. 1681 et seq.), to the extent its
activities are directly related to assenbling or evaluating consuner
credit information or other information on consuners for the purpose of
furni shing consuner reports to third parties, and to the extent that
the activities are regulated by the federal Fair Credit Reporting Act
(15 U.S.C. Sec. 1681 et seq.). "Informati on custodi an" does not
i nclude an agent or other entity (a) who obtains personal or sensitive
information froma consunmer or an information custodian; and (b) who
has contracted, in witing, wth the information custodian to provide
products, goods, or services on behalf of the information custodi an,
that are part of or integral to the provision of the information
custodi an’s own products, goods, or services to the consuner; and (c)
who does not nmake an i ndependent use, including marketing use, of the
personal or sensitive information, apart from providing the products,
goods, or services described in subsection (8)(b) of this section; and
(d) who is subject to section 9 of this act. "Information custodi an”
does not include an entity that sells, shares, or transfers personal or
sensitive information exclusively for consuner-requested purposes,
functi onal busi ness purposes, or under the circunmstances described in
section 5(3) or 7(3) of this act.

(9) "Marketer" nmeans a nonpublic, commercial entity that maintains
data containing personal information or sensitive information about
consuners it knows reside in Washington and uses the information to
engage i n marketing.

(10) "Marketing" or "marketing information"™ neans a pronotion,
solicitation, or advertisenent that specifically references the sale or
| ease of products, goods, or services made through witten, tel ephonic,
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el ectronic, or other neans, that is directed to a specific naned
consuner, but shall not include any pronotion, solicitation, or
advertisenent (a) included wwth a billing or statenent, (b) directed to
the public, or (c) nmade to such consunmer while present at the
mar keter’s place of business or during any other contact with the
mar keter initiated by or at the request of the consuner.

(11) "Personal information"” nmeans information that is provided by
the consuner in a commercial context, and is correlated to a specific
i ndi vidual consuner, that concerns the anmount or condition of the
consuner’s assets, liabilities, financial transactions, purchasing
hi story, buying preferences, business rel ationships, custoner status,
denographi c information, nanme, address, telephone nunber, electronic
mai | address, or that reflects current or historical deposit or credit
card account bal ances or purchase anounts.

(12) "Sensitive information" mneans information maintained in a
commercial context that is correlated to a specific individual consumner
or a specific account and custonmarily held or used for the purpose of
the consumer’s transaction initiation, account access or identity
verification, and includes account nunbers, access codes or passwords,
soci al security nunbers, consuner tax identification nunbers, driver’s
license or permt nunbers, state identicard nunbers issued by the
departnent of licensing, and credit card nunbers or expiration dates,
and el ectronically captured signatures.

NEW SECTI O\ Sec. 3. RESTRI CTI ON ON CONSUMER | NFORMATI ON.
| nf ormati on cust odi ans and marketers shall, in performng a transaction
wi th a consumer, providing a service for a consunmer, or establishing a
busi ness relationship with a consuner, require only that the consuner
provide information reasonably necessary to perform the transaction,
establish the relationship, admnister or nmaintain the business
relationship, collect or service a debt, protect against fraud or
unaut hori zed transactions, or conply with applicable | aw. Any optional
i nformati on nust be specified as such, and the consunmer nust be given
the option not to provide it.

NEW SECTI ON. Sec. 4. CONSUMER PRI VACY POQLI Cl ES. (1) An
information custodian nust have a consuner privacy policy that
discloses to existing and prospective consuners the policies and
practices of the information custodian regarding the use of consuner
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personal information and sensitive information acquired or possessed by
the information custodian. Entities that maintain data containing
personal information or sensitive information but do not sell, share,
or otherwise transfer the data, are not required to have a privacy
policy.

(2) The consuner privacy policy, at a mninmum nust sumari ze the
information custodian’s responsibilities wunder this chapter and
describe the consumer’s rights and renedies under it, and generally
describe with whom the consuner’s personal and sensitive information
will be shared or to whomit wll be sold or transferred. This general
description nust disclose either the nanmes of those with which the
information is shared, sold, or transferred or a reasonabl e descri ption
of the nature of each entity's business, wth which information is
shared, sold, or transferred.

(3) The consuner privacy policy nust also provide a reasonable
means for consuners to review their personal information that the
i nformati on custodi an shares, sells, or transfers to nonaffiliates for
mar keti ng purposes and that is retrievable in the ordinary course of
busi ness. The policy must also provide a reasonable process for
consuners to dispute the accuracy or conpl eteness of the infornmation.

(4) An information custodian nust provide a disclosure of its
consuner privacy policy to custoners about whom it has nanmes and
addresses or other neans of contact:

(a) Wthin a reasonable period of tinme after the information
custodi an obtains the names and addresses or other neans of contact;

(b) Not less than annually after that to a custoner whose personal
or sensitive information the information custodian, within the twel ve-
mont h period before the date of the provision of the policy, has sold,
shared, or transferred to a nonaffiliate other than wunder the
ci rcunst ances described in section 5(3) or 7(3) of this act, for a
custoner requested purpose, or for a functional business purpose; and

(c) Not less than thirty days after a prospective custoner’s
initial request for the policy.

(5 An information custodian that is not a financial institution
must disclose its consuner privacy policy, and any material changes
that are nmade to the policy or the information custodian’s business
structure, clearly and conspicuously in witing, through neans
reasonably calculated to inform new custonmers of the policy’s
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provisions or material changes that are made to the policy or the
i nformati on custodi an’s busi ness structure.

(6) If the information custodian sells or offers products, goods,
or services online, the privacy policy nust be disclosed on the
effective date of this section, on a continuing basis, clearly and
conspi cuously, on a web page that is directly and promnently |linked to
the information custodian’s website.

(7) The consuner privacy policy nust be readily available for
review at the information custodian’s place of business.

(8) An information custodian that is a financial institution is
deened to have conplied with the requirenents of this section and
section 5(1)(a) of this act if it provides the disclosures required by
subsections (1), (2), and (3) of this section and section 5(1)(a) of
this act together with the disclosures provided in conpliance with
section 503 of Public Law 106-102 (the Gramm Leach-Bliley Act).

(9) If an information custodian’s business relationship is with
mul ti ple parties who are nanmed i n a cormon account or insurance policy,
the information custodi an satisfies the requirenents of this section by
maki ng the required disclosures to the first-nanmed account hol der or
| egal representative on the signature card, contract, or other evidence
of the account, or the first-naned insured on the insurance policy,
bi nder, or other evidence of insurance.

NEWSECTI ON. Sec. 5. PERSONAL | NFORVATI ON- - CONSUMER CONTROL. (1)
An information custodian may share, sell, or otherw se transfer

personal information to a nonaffiliate for purposes other than
consuner - r equest ed pur poses, functional business purposes, or under the
ci rcunst ances described in section 5(3) or 7(3) of this act, only if it
has clearly and conspi cuously disclosed to the consuner the foll ow ng
information in plain | anguage:

(a) That the consuner has the right to choose not to have his or
her personal information shared, sold, or otherwise transferred to a
nonaffiliate for purposes other than consuner-requested purposes,
functi onal busi ness purposes, or under the circunmstances described in
section 5(3) or 7(3) of this act. The disclosure nust be nade at the
time the consunmer privacy policy is provided to the customer under
section 4 of this act.

(b) That the consuner nmay choose not to have his or her personal
informati on shared, sold, or transferred to a nonaffiliate for other
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t han consuner-requested purposes, functional business purposes, or
under the circunstances described in section 5(3) or 7(3) of this act,
by exercising his or her choice through a de m ninus cost nethod the
i nformati on custodi an has establ i shed.

(2) If, under this section, a consuner chooses not to have his or
her personal information shared, sold, or otherw se transferred under
subsection (1) of this section, the information custodian nust stop
sharing, selling, or otherw se transferring the consuner’s persona
information to a nonaffiliate as directed by the consunmer within ninety
days of receiving the consunmer’s notice. Once a consunmer has exerci sed
his or her right under this section, an information custodi an may not
share, sell, or otherwise transfer the information to a nonaffiliate
for purposes other than consuner-requested purposes, functional
busi ness purposes, or under the circunstances described in section 5(3)
or 7(3) of this act, until the consuner notifies the entity that he or
she has chosen to have his or her personal information shared, sold, or
ot herw se transferred under subsection (1) of this section.

(3) This section does not apply to disclosure of personal
i nformati on under the follow ng circunstances:

(a) Disclosure to or at the direction or with the consent of the

consuner wupon his or her request. Proper identification may be
required,
(b) D sclosure required by federal, state, or local Ilaw or

regul ation, rules, and other applicable |egal requirenents;

(c) Disclosure made in the course of a properly authorized civil
crimnal, or regulatory exam nation or investigation or under a search
warrant, court order, or subpoena, including an adm ni strative subpoena
or other |egal process;

(d) Disclosure to a nonaffiliate for the purpose of collecting a
debt or dishonored item However, the recipient of the information is
subject to section 9 of this act;

(e) Disclosure to protect the confidentiality or security of the
i nformati on custodi an’s records;

(f) Disclosure to protect against, investigate, or prevent actual
or potential fraud, wunauthorized transactions, <clains, or other
l[iability or to verify information provi ded by a consuner in connection
with a claimor application for services or benefits;

(g) Disclosure as part of a risk control program required by or
subj ect to exam nation by regul ators;

2ESSB 6513 p. 8
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(h) Disclosure by or to a consuner reporting agency as specifically
permtted under the federal Fair Credit Reporting Act (15 U S. C. Sec.
1681 et seq.). However, the information custodian shall informthe
recipient that the information is subject to section 9 of this act;

(1) D sclosure for purposes of a proposed or actual securitization,
secondary market sale (including sales of service rights), or simlar
transacti on;

(j) Disclosure to persons holding a legal or beneficial interest
relating to the consuner;

(k) Disclosure in order to provide information to insurance rate,
claim or wunderwiting advisory organizations, guaranty funds or
agencies, applicable rating agencies of the information custodian,
persons assessing the information custodian’s conpliance with i ndustry
standards, and the informati on custodi an’s attorneys, accountants, and
audi tors;

(I') Disclosure in connection with a proposed or actual sale,
merger, transfer, or exchange of all or a portion of a business or
operating unit or an insurance agent’s book of business or interest in
real property if the disclosure of information concerns solely
consuners of the business or unit or consunmers with a right to occupy
the real property;

(m Disclosure to a federal, state, or |ocal agency as required by
that agency to fulfill its |l egal obligations on behalf of a consuner;

(n) Disclosure of health care information in conpliance with state
and federal |aw

(o) Disclosure between |i censees or franchi sees and their |icensors
or franchisors, when (i) such Iicensees or franchi sees market, sell, or
| ease products, goods, or services in a retail setting at a common
physi cal address with the Iicensor or franchisor; (ii) have common data
processing functions wth the licensor or franchisor; and (iii)
advertise, market, or sell products, goods, or services marked or
otherwise directly identified with the franchisor’s or licensor’s nane
or distinctive brand. However, the recipient of the information is
subject to section 9 of this act;

(p) Disclosure of information between entities of a reciproca
insurer as defined in RCW48.10.010 and 48. 10. 020;

(q) Disclosure to maintain or service a consuner’s private | abel or
affinity credit card account. However, the recipient of the
information is subject to section 9 of this act;

p. 9 2ESSB 6513



N o 0ok W0ODN R

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38

(r) Disclosure by an entity or person to the public related to the
gat hering, publishing, dissem nating, or circul ating of news or matters
of public interest or concern;

(s) Disclosure to or by a multiple listing service, real estate
licensee, or real estate appraiser as defined in chapters 18.85 and
18. 140 RCW for the purposes of conparative market analyses, price
opi ni ons, or appraisals.

NEW_SECTI ON. Sec. 6. MARKETI NG CONSUMER CONTROL. (1) (a) A
mar keter may use personal or sensitive information for marketing
purposes only if it has clearly and conspicuously disclosed in plain
| anguage to the consuner that the consumer has the right to choose not
to receive marketing information fromthe marketer or its affiliates
wth which it has shared information and nay choose not to receive
mar keting information by exercising his or her choice through a de
m ni mus cost method provided by the marketer. These discl osures nust
be made in at | east one of the follow ng manners:

(1) I'n all marketing information, in whatever nediumthe marketing
information is sent;

(1i) In the privacy policy provided to the consumer under section
4 of this act, if the marketer is an information custodian;

(ti1) In a separate disclosure docunent or page, provided to the
consuner with the first marketing i nformati on sent to the consuner, and
thereafter annually. |[If the disclosure is made on a web page, it nust
be made clearly and conspicuously on the sane page as the marketing
information or on a separate page that is directly and promnently
linked to the marketing information;

(tv) In each of its places of retail business, if the marketer is
a retailer whose prinmary sale or | ease of products, goods, or services
is fromits places of retail business, and the disclosure nust be
posted clearly and conspi cuously, in plain | anguage.

(b) The marketer nust maintain adequate and reasonabl e access to
the de mninus cost nethod it has established for consuners who choose
not to receive marketing information.

(2) If, under this section, a consuner chooses not to receive
marketing information, the marketer and its affiliates with which it
shares personal or sensitive information nust stop marketing to the
consuner within ninety days of receiving the consuner’s notice. Once
a consuner has chosen not to receive marketing information, a marketer

2ESSB 6513 p. 10
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and its affiliates with which it shares personal or sensitive
i nformati on may not market to the consunmer until the consuner notifies
the marketer that he or she has chosen to receive marketing
i nformati on.

(3) A small business, as defined in RCW 19.85.020, that is not an
i nformati on custodi an, that markets solely to its existing custoners or
that markets to consuners whose personal information was obtained from
an information custodian, is not subject to subsection (1) of this
section.

(4) A marketer nmay disclose personal information to another entity
to performservices or functions on behalf of the marketer, as part of
the marketer’s marketing of its own products, goods, or services.
However, the personal information that is disclosed is subject to
section 9 of this act.

NEW SECTI ON. Sec. 7. SENSI TI VE | NFORMATI ON- - CONSUMER CONTROL.
(1) An information custodi an may not di sclose sensitive information to
a nonaffiliate for purposes other than consuner-requested purposes,
functi onal busi ness purposes, or under the circunmstances described in
section 5(3) or 7(3) of this act unless the consunmer has received
witten notification of the foll ow ng:

(a) The information to be discl osed,;

(b) The entity or entities authorized to receive the disclosure of
i nformation; and

(c) A specific description of the purpose for which the disclosure
of information wll be nade.

(2) An information custodi an may not di scl ose sensitive information
to a nonaffiliate for purposes other than consuner-requested purposes,
functional business purposes, or under circunstances described in
section 5(3) or 7(3) of this act unless the consuner, upon notice as
provided in this section and affirmative consent, authorizes the
di scl osure of the sensitive information sought to be disclosed, in a
witten statenent dated and expressly accepted by the consuner that is
separate and distinct from any other docunent, and that contains a
description of the information sought to be disclosed and the purpose
for which the information will be disclosed. |If the witten statenent
is made online, it nust be on a separate web page.

(3) This section does not apply to disclosure of sensitive
i nformati on under the follow ng circunstances:

p. 11 2ESSB 6513
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(a) Disclosure to or at the direction or with the consent of the

consuner wupon his or her request. Proper identification my be
required,
(b) D sclosure required by federal, state, or local Ilaw or

regul ation, rules, and other applicable |egal requirenents;

(c) Disclosure nmade in the course of a properly authorized civil
crimnal, or regulatory exam nation or investigation or under a search
warrant, court order, or subpoena, including an adm ni strative subpoena
or other |egal process;

(d) Disclosure to a nonaffiliate for the purpose of collecting a
debt or a dishonored item However, the recipient of the information
IS subject to section 9 of this act;

(e) Disclosure to protect the confidentiality or security of the
i nformati on custodi an’s records;

(f) Disclosure to protect against, investigate, or prevent actual
or potential fraud or wunauthorized transactions, clains, or other
l[iability or to verify information provi ded by a consunmer in connection
with a claimor application for services or benefits;

(g) Disclosure as part of a risk control program required by or
subj ect to exam nation by regul ators;

(h) Disclosure by or to a consuner reporting agency as specifically
permtted under the federal Fair Credit Reporting Act (15 U S. C. Sec.
1681 et seq.). However, the information custodian shall informthe
recipient that the information is subject to section 9 of this act;

(1) D sclosure of sensitive information which is prohibited from
di scl osure by section 502(d) of Public Law 106-102 (the G amm Leach-
Bliley Act of 1999);

(j) Disclosure for purposes of a proposed or actual securitization,
secondary market sale (including sales service rights), or simlar
transactions related to a consuner-requested purpose;

(k) Disclosure to persons holding a legal or beneficial interest
relating to the consuner;

(1) Disclosure in order to provide information to insurance rate,
claim or wunderwiting advisory organizations, guaranty funds or
agencies, applicable rating agencies of the information custodian,
persons assessing the information custodian’s conpliance with i ndustry
standards, and the informati on custodi an’s attorneys, accountants, and
audi tors;
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(m D sclosure in connection with a proposed or actual sale,
merger, transfer, or exchange of all or a portion of a business or
operating unit or an insurance agent’s book of business or interest in
real property if the disclosure of information concerns solely
consuners of the business or unit or consuners with the right to occupy
the real property;

(n) Disclosure of health care information in conpliance with state
and federal |aw

(o) Disclosure to a federal, state, or |ocal agency as required by

that agency to fulfill its legal obligations on behalf of a consuner;
(p) Disclosure between |icensees or franchi sees and their |icensors
or franchisors, when (i) such Iicensees or franchi sees market, sell, or

| ease products, goods, or services in a retail setting at a common
physi cal address with the Iicensor or franchisor; (ii) have common data
processing functions wth the licensor or franchisor; and (iii)
advertise, market, or sell products, goods, or services marked or
otherwise directly identified with the franchisor’s or licensor’s nane
or distinctive brand. However, the recipient of the information is
subject to section 9 of this act;

(q) Disclosure of information between entities of a reciproca
insurer as defined in RCW48.10.010 and 48. 10. 020;

(r) Disclosure to maintain or service a consuner’s private | abel or
affinity credit card account. However, the recipient of the
information is subject to section 9 of this act;

(s) Disclosure by an entity or person to the public related to the
gat hering, publishing, dissem nating, or circul ating of news or matters
of public interest or concern.

NEWSECTION. Sec. 8.  An information custodi an shall not discl ose,
to a nonaffiliate, other than for a functional business purpose or a
consuner - request ed purpose, sensitive information for use in marketing
to the consuner.

NEWSECTI ON.. Sec. 9. CONFI DENTI ALI TY AND SECURI TY OF | NFORVATI ON.
(1) Nonaffiliates that obtain personal information or sensitive
information frominformation custodi ans, other than those who receive
driver’s |license nunbers in connection with the offering or nai ntenance
of an insurance policy, nust: (a) Not sell, share, or otherw se
transfer the information for any reason ot her than the al |l owed purposes
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for which the information was sold, shared, or transferred by the
information custodian or under circunstances described in those
subsections of sections 5(3) or 7(3) of this act to which this section
is not expressly subject; (b) keep the information confidential; and
(c) safeguard the information from|oss, msuse, theft, unauthorized
access, disclosure, defacenent, or alteration.

(2) An information custodi an, before sharing, selling, or otherw se
transferring personal information or sensitive information, nust obtain
an agreenent fromthe intended recipient providing for the foll ow ng:

(a) To keep the information confidential;

(b) To use the information only for the all owed purposes for which
it has been shared, sold, or provided, or under circunstances descri bed
in those subsections of sections 5(3) or 7(3) of this act to which this
section is not expressly subject; and

(c) To safeguard the information from |oss, msuse, theft,
unaut hori zed access, disclosure, defacenent, or alteration.

(3) Every information custodian nust establish reasonable
safeguards to ensure the confidentiality and safety of personal
information and sensitive information and to protect them from | oss,
m suse, theft, unauthorized access, disclosure, defacenent, or
alteration.

NEW SECTI ON. Sec. 10. ACTI ONS OR TRANSACTI ONS BY COWPETI Tl VE
TELECOVMUNI CATI ONS COWMPANI ES. The actions or transactions of
i nformati on custodi ans or marketers who are classified as conpetitive
t el ecommuni cations conpanies under RCW 80.36.320 or who are
t el ecomruni cati ons conpani es providi ng conpetitive tel ecomruni cations
services are subject to this chapter and the Consuner Protection Act.

NEW SECTI ON..  Sec. 11. VI OLATI ON AN UNFAI R OR DECEPTI VE ACT. (1)
Unfair and deceptive invasion of privacy rights is not reasonable in
relation to the developnent and preservation of business. The
| egislature finds that the practices covered by this chapter are
matters vitally affecting the public interest for the purpose of
appl ying the Consuner Protection Act, chapter 19.86 RCW A violation
of this chapter is an unfair or deceptive act in trade or commerce for
t he purpose of applying the Consuner Protection Act, chapter 19.86 RCW

(2) In any action for a violation of this chapter, wth the
exception of section 7 of this act, an information custodian or
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mar keter may rai se as a defense that the violation was not intentional
and was the result of a bona fide error. This defense nust be proved
by a preponderance of the evidence. Exanpl es of a bona fide error
include clerical, calculation, conmputer malfunction and progranmm ng,
and printing errors.

(3) Damages to a person who has been the victimof a violation of
sections 5, 7, 8, or 9(1) of this act are five hundred dollars, or
actual damages, whichever is greater. A court may increase the award
of damages in an anount not nore than three tinmes the actual damages
sust ai ned, or one thousand five hundred dol |l ars, whichever is greater,
upon a showi ng by a preponderance of the evidence that a violation of
the chapter was w || ful

(4) Damages to a person who has been the victimof a violation of
section 3, 4, 6, or 9 (2) or (3) of this act are actual damages.
However, a court nay increase the award up to five hundred dol |l ars upon
a showing that the violation was willful, intentional, or part of a
pattern of repeated violations.

(5 Inthe case of a class action for a violation of this act, the
total recovery of statutory damages in any class action arising out of
the sane failure to conply may not be nore than the |esser of one
mllion dollars or one percent of the net worth of the defendant.
There is no limt on the recovery of actual damages.

(6) Nothing in this section limts the authority of the attorney
general to enforce this chapter, or seek full recovery of both
statutory and actual danmages.

(7) The renedies provided for a violation of this chapter are
excl usive of the remedi es provided for a violation of chapter 9.35 RCW
No violation of this chapter is an unlawful activity under RCW
9. 35.020(2) or under RCW9. 35.010.

NEW SECTI ON. Sec. 12. FI LI NG ACTI ON- - CONSEQUENCES. Filing an
action for a violation of this chapter constitutes a certificate that
to the best of the plaintiff’s know edge, information, and belief,
formed after reasonable inquiry, it is well grounded in fact and is
warranted by existing law or a good faith extension or reversal of
existing law, and that it is not brought for any inproper purpose, such
as to harass or create a nuisance. |If an actionis filed in violation
of this section, the court, upon notion or uponits own initiative, may
i npose upon the plaintiff an appropriate sanction, that may include an
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order to pay to the other party or parties the anount of the reasonabl e
expenses incurred because of the filing of the action, including a
reasonabl e attorney’s fee.

NEW SECTI ON.. Sec. 13. FEDERAL | NVALI DI TY--ANTI TRUST LAWS. | f the
responsi bl e federal chartering authority, under applicabl e federal |aw,
or if a court of conpetent jurisdiction declares that any provision of
this chapter is invalid with respect to any financial institution, the
provision is also invalid, to the sanme extent, wth respect to
financial institutions chartered under the laws of the state of
Washi ngt on and to host branches of out-of-state financial institutions.
The director of the departnent of financial institutions may, fromtinme
to tinme, publish provisions of state laws that have been found
i nval i dated under federal |aw and procedures. This section does not
inpair in any manner the authority of the state attorney general to
enforce antitrust laws applicable to financial institutions or their
affiliates.

NEW SECTI ON. Sec. 14. REVMEDI ES NONEXCLUSI VE. Nothing in this
chapter in any way limts, replaces, or dimnishes the protections and
remedi es afforded by the Donestic Violence Prevention Act, chapter
26.50 RCW or any other act intended to protect the privacy and safety
of residents of this state.

NEW SECTION. Sec. 15. A new section is added to chapter 9.35 RCW
to read as foll ows:

DEFI NI TIONS. As used in this chapter, unless the context clearly
requires otherw se:

(1) "Financial information" nmeans, to the extent it is nonpublic,
any of the following information identifiable to the individual that
concerns the anmpunt and conditions of an individual’s assets,
liabilities, or credit:

(a) Account nunbers and bal ances;

(b) Transactional information concerning an account; and

(c) Codes, passwords, social security nunbers, tax identification
nunbers, driver’s license or permt nunbers, state identicard nunbers
i ssued by the departnment of |icensing, and other information held for
t he purpose of account access or transaction initiation.

2ESSB 6513 p. 16
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(2) "Financial information repository" nmeans a person engaged in
the business of providing services to custonmers who have a credit,
deposit, trust, stock, or other financial account or relationship wth
t he person.

(3) "Means of identification" nmeans information or an itemthat is
not describing finances or credit but is personal to or identifiable
wi th an individual or other person, including a current or fornmer nane
of the person, tel ephone nunber, and el ectronic address or identifier
of the individual or a nenber of his or her famly, including the
ancestor of the person; information relating to a change in nane,
address, tel ephone nunber, or electronic address or identifier of the
i ndi vidual or his or her famly; a social security, driver’s license,
or tax identification nunber of the individual or a nenber of his or
her famly; and other information that could be used to identify the
person, including unique bionetric data.

(4) "Person" nmeans an individual, partnership, corporation, or
associ ati on.

(5 "Victinm nmeans a person whose neans of identification has been
used or transferred with the intent to conmt, or to aid or abet, an
unl awful activity harmng or intending to harm the person whose
identity is used, or to commt a felony.

NEW SECTION. Sec. 16. A new section is added to chapter 9.35 RCW
to read as foll ows:

| NFORMATI ON  AVAI LABLE TO VICTIM (1) A person, financia
i nformation repository, cor porati on, trust, part nership, or
uni ncor por at ed associ ati on possessing information relating to an actual
or potential violation of this chapter, and who may have entered into
a transaction, provided credit, products, goods, or services, accepted
paynent, or otherw se done business with a person who has used the
victims nmeans of identification, nust, upon request of the victim

provi de copies of all information relevant to the potential or actual
violation of this chapter.

(2) Before providing the informati on required under subsection (1)
of this section, the provider may require the victim to provide
positive identification of the victimand a copy of a police report
evidencing the victims claim The provider nmay require reasonable
conpensation for the reasonable cost of providing the information
request ed.
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(3) No person, financial information repository, corporation,
trust, partnership, or unincorporated association may be held |iable
for an action voluntarily taken in good faith to provide information
regarding potential or actual violations of this chapter to other
financi al information repositories, mer chant s, | aw enforcenent
authorities, the victim or any person alleging to be a victim who
provides positive identification and a copy of a police report
evidencing the alleged victims claimfor the purpose of identification
and prosecution of violators of this chapter, or to assist a victimin
recovery of fines, restitution, rehabilitation of the victims credit,
or such other relief as may be appropriate.

Sec. 17. RCW19. 16. 250 and 1983 ¢ 107 s 1 are each anended to read
as follows:

No |icensee or enployee of a licensee shall:

(1) Directly or indirectly aid or abet any unlicensed person to
engage in business as a collection agency in this state or receive
conpensation from such unlicensed person: PROVIDED, That nothing in
this chapter shall prevent a |licensee from accepting, as forwardee,
clains for collection froma collection agency or attorney whose pl ace
of business is outside the state.

(2) Collect or attenpt to collect a claimby the use of any neans
contrary to the postal |aws and regul ati ons of the United States postal
depart nent.

(3) Publish or post or cause to be published or posted, any |ist of
debtors commonly known as "bad debt lists" or threaten to do so. For
purposes of this chapter, a "bad debt list" nmeans any list of natural
persons alleged to fail to honor their | awful debts. However, nothing
herein shall be construed to prohibit a licensee fromconmmunicating to
its custonmers or clients by neans of a coded list, the existence of a
check di shonored because of insufficient funds, not sufficient funds or
cl osed account by the financial institution servicing the debtor’s
checki ng account: PROVIDED, That the debtor’s identity is not readily
apparent: PROVI DED FURTHER, That the licensee conplies with the
requi renents of subsection (9)(e) of this section.

(4) Have in his possession or nake use of any badge, use a uniform
of any | aw enforcenent agency or any sinulation thereof, or nmake any
statenents which mght be construed as indicating an official
connection with any federal, state, county, or city |aw enforcenent
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agency, or any other governnental agency, while engaged in collection
agency busi ness.

(5) Perform any act or acts, either directly or indirectly,
constituting the practice of |aw

(6) Advertise for sale or threaten to advertise for sale any cl aim
as a neans of endeavoring to enforce paynent thereof or agreeing to do
so for the purpose of soliciting clains, except where the |icensee has
acquired clains as an assignee for the benefit of creditors or where
the licensee is acting under court order.

(7) Use any nane while engaged in the making of a demand for any
claim other than the name set forth on his or its current license
i ssued hereunder.

(8 Gve or send to any debtor or cause to be given or sent to any
debtor, any notice, letter, nessage, or form which represents or
inplies that a claim exists unless it shall indicate in clear and
| egi bl e type:

(a) The nane of the licensee and the city, street, and nunber at
which he is licensed to do business;

(b) The nane of the original creditor to whomthe debtor owed the
claimif such nanme is known to the |licensee or enployee: PROVI DED,
That upon witten request of the debtor, the licensee shall nake a
reasonable effort to obtain the nane of such person and provide this
name to the debtor

(c) If the notice, letter, nmessage, or formis the first notice to
the debtor or if the licensee is attenpting to collect a different
anpunt than indicated in his or its first notice to the debtor, an
item zation of the claimasserted nust be nmade incl uding:

(1) Anmount owing on the original obligation at the time it was
received by the |licensee for collection or by assignnent;

(1i) Interest or service charge, collection costs, or |ate paynent
charges, if any, added to the original obligation by the origina
creditor, custonmer or assignor before it was received by the |icensee
for collection, if such information is known by the I|icensee or
enpl oyee: PROVI DED, That wupon witten request of the debtor, the
Iicensee shall nmeke a reasonable effort to obtain information on such
items and provide this information to the debtor;

(ti1) Interest or service charge, if any, added by the |icensee or
custoner or assignor after the obligation was received by the |icensee
for collection;
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(tv) Collection costs, if any, that the licensee is attenpting to
col |l ect;

(v) Attorneys’ fees, if any, that the licensee is attenpting to
collect on his or its behalf or on the behalf of a custonmer or
assi gnor;

(vi) Any other charge or fee that the licensee is attenpting to
collect on his or its own behalf or on the behalf of a custonmer or
assi gnor.

(9) Communicate or threaten to communi cate, the existence of a
claimto a person ot her than one who m ght be reasonably expected to be
liable on the claim in any manner other than through proper |ega
action, process, or proceedi ngs except under the foll ow ng conditions:

(a) A licensee or enployee of a licensee may inform a credit
reporting bureau of the existence of a claim PROVIDED, That if the
licensee or enployee of a licensee reports a claim to a credit
reporting bureau, the licensee shall upon receipt of witten notice
fromthe debtor that any part of the claimis disputed, forward a copy
of such witten notice to the credit reporting bureau;

(b) Alicensee or enployee in collecting or attenpting to coll ect
a clai mmay communi cate the existence of a claimto a debtor’s enpl oyer
if the claimhas been reduced to a judgnent;

(c) Alicensee or enployee in collecting or attenpting to coll ect
a claim that has not been reduced to judgnent, nmay conmunicate the
exi stence of a claimto a debtor’s enployer if:

(i) The licensee or enployee has notified or attenpted to notify
the debtor in witing at his |ast known address or place of enpl oynent
concerning the claimand the debtor after a reasonable tine has failed
to pay the claimor has failed to agree to nmake paynents on the claim
in a manner acceptable to the |icensee, and

(i1) The debtor has not in witing to the |icensee disputed any
part of the claim PROVIDED, That the |licensee or enployee may only
communi cate the existence of a claim which has not been reduced to
judgnent to the debtor’s enpl oyer once unl ess the debtor’ s enpl oyer has
agreed to additional communications.

(d) A licensee may for the purpose of locating the debtor or
| ocating assets of the debtor comrunicate the existence of a claimto
any person who m ght reasonably be expected to have know edge of the
wher eabouts of a debtor or the |location of assets of the debtor if the
claimis reduced to judgnent, or if not reduced to judgnent, when:
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(i) The licensee or enployee has notified or attenpted to notify
the debtor in witing at his | ast known address or |ast known pl ace of
enpl oynent concerning the claimand the debtor after a reasonable tine
has failed to pay the claimor has failed to agree to nake paynents on
the claimin a manner acceptable to the |icensee, and

(11) The debtor has not in witing disputed any part of the claim

(e) A licensee may comrunicate the existence of a claimto its
custoners or clients if the claimis reduced to judgnent, or if not
reduced to judgnent, when:

(1) The licensee has notified or attenpted to notify the debtor in
witing at his last known address or |ast known place of enploynent
concerning the claimand the debtor after a reasonable tinme has failed
to pay the claimor has failed to agree to nmake paynents on the claim
in a manner acceptable to the |icensee, and

(11) The debtor has not in witing disputed any part of the claim

(10) Threaten the debtor with inpairnment of his credit rating if a
claimis not paid.

(11) Communi cate with the debtor after notificationinwiting from
an attorney representing such debtor that all further comunications
relative to a claim should be addressed to the attorney: PROVI DED,
That if a licensee requests in witing information from an attorney
regarding such claim and the attorney does not respond within a
reasonable tinme, the licensee may communi cate directly with the debtor
until he or it again receives notificationin witing that an attorney
is representing the debtor.

(12) Conmunicate with a debtor or anyone else in such a manner as
to harass, intimdate, threaten, or enbarrass a debtor, including but
not limted to conmuni cati on at an unreasonabl e hour, wi th unreasonabl e
frequency, by threats of force or violence, by threats of crimna
prosecution, and by use of offensive |anguage. A comunication shal
be presuned to have been nade for the purposes of harassnent if:

(a) It is made wth a debtor or spouse in any form nmanner, or
pl ace, nore than three tines in a single week;

(b) It is nade with a debtor at his or her place of enploynent nore
than one tinme in a single week;

(c) It is made with the debtor or spouse at his or her place of
resi dence between the hours of 9:00 p.m and 7:30 a. m

(13) Communicate with the debtor through wuse of fornms or
instrunments that sinulate the formor appearance of judicial process,
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the formor appearance of governnent docunents, or the sinulation of a
form or appearance of a tel egraphic or energency nessage.

(14) Communicate with the debtor and represent or inply that the
exi sting obligation of the debtor may be or has been increased by the
addition of attorney fees, investigation fees, service fees, or any
ot her fees or charges when in fact such fees or charges may not legally
be added to the existing obligation of such debtor.

(15) Threaten to take any action against the debtor which the
I icensee cannot legally take at the tine the threat is made.

(16) Send any tel egramor make any tel ephone calls to a debtor or
concerning a debt or for the purpose of demandi ng paynent of a claimor
seeking information about a debtor, for which the charges are payabl e
by the addressee or by the person to whomthe call is nade.

(17) In any manner convey the inpression that the l|licensee is
vouched for, bonded to or by, or is an instrunentality of the state of
Washi ngton or any agency or department thereof.

(18) Collect or attenpt to collect in addition to the principa
anopunt of a claim any sum other than allowable interest, collection
costs or handling fees expressly authorized by statute, and, in the
case of suit, attorney’'s fees and taxable court costs.

(19) Procure froma debtor or collect or attenpt to collect on any
witten note, contract, stipulation, promse or acknow edgnent under
which a debtor may be required to pay any sum other than principal
allowable interest, and, in the case of suit, attorney’s fees and
taxabl e court costs.

(20) Upon notification by a debtor, that a police report has been
filed indicating that the debtor’s checkbook or other series of
preprinted witten instrunents has been stolen, and upon receipt of a
copy of the report, fail to accept one single witing fromthe debtor
that identifies the nunbers of the checks, the bank, and account
nunber, that disputes creditors’ clains for the identified checks or
witten instrunents and that includes a copy of the debtor’s driver’s
license or other docunent containing the debtor’s signature that was
executed before the date of claimidentified in the police report. If
nore than one collection agency is attenpting collection on individual
checks or witten instrunents that are part of the series, each
collection agency nmay request a single witing from the debtor that
di sputes creditors’ clains for the entire checkbook or series. Once a
single witing has been received, the collection agency nust not,
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except in the context of a judicial or admnistrative proceeding,
contact the debtor orally within the one hundred eighty-day period
after receipt of the witing to require additional proof, explanation,
or evidence fromthe debtor disputing creditors’ clains regarding the
enunerated checks or other witten instrunents in the sane series or
| ot and nust consider the single witing as a dispute to all creditors’
clains arising fromuse of the enunerated checks or other series of
i nstrunents.

Sec. 18. RCW9.35.010 and 1999 c 368 s 2 are each anended to read
as follows:

(1) No person nmay obtain or attenpt to obtain, or cause to be
di scl osed or attenpt to cause to be disclosed to any person, financi al
information froma financial information repository:

(a) By knowingly nmeking a false, fictitious, or fraudulent
statenent or representation to an officer, enployee, or agent of a
financial information repository wth the intent to deceive the
officer, enployee, or agent into relying on that statenent or
representation for purposes of releasing the financial information;

(b) By knowingly nmeking a false, fictitious, or fraudulent
statenent or representation to a custoner of a financial information
repository with the intent to deceive the custonmer into releasing
financial information or authorizing the rel ease of such information;

(c) By knowi ngly providing any docunent to an officer, enpl oyee, or
agent of a financial information repository, know ng that the docunent
is forged, counterfeit, lost, or stolen; was fraudul ently obtai ned; or
cont ai ns a false, fictitious, or f raudul ent st at enent or
representation, if the docunent is provided with the intent to deceive
the officer, enployee, or agent to release the financial information.

(2) No person may request another person to obtain financial
information froma financial information repository and knows or shoul d
have known that the person will obtain or attenpt to obtain the
information from the financial institution repository in any manner
described in subsection (1) of this section.

(3) ((As—usedinthis—seetton—unlessthecontext—elearlyrequires
etherwise:-
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4))) No provision of this section shall be construed so as to
prevent any action by a l|law enforcenent agency, or any officer,
enpl oyee, or agent of such agency, or any action of an agent of the
financial information repository when working in conjunction wth a | aw
enf orcement agency.

((65))) (4) This section does not apply to:

(a) Efforts by the financial information repository to test
security procedures or systens of the financial institution repository
for maintaining the confidentiality of custoner information;

(b) Investigation of alleged enpl oyee m sconduct or negligence; or

(c) Efforts to recover financial or personal information of the
financial institution obtained or received by another person in any
manner described in subsection (1) or (2) of this section.

((66))) (5) Violation of this section is a class C felony.

((6H)) (B) A person ((that—{whe})) who violates this section is
liable for five hundred dollars or actual danmages, whichever is
greater, and reasonable attorneys’ fees. |If the person violating this
section is a business that repeatedly violates this section, that
person also violates the Consunmer Protection Act, chapter 19.86 RCW

Sec. 19. RCW9.35.020 and 1999 c 368 s 3 are each anended to read
as follows:

(1) No person may knowi ngly use or knowingly transfer a neans of
identification of another person with the intent to commt, or to aid
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or abet, any unlawful activity harm ng or intending to harmthe person
whose identity is used, or for commtting any felony.

£3))) Violation of this section is a class C felony.

((64»)) (3) A person ((that—fwhe})) who violates this section is
liable for five hundred dollars or actual damages, including costs to
repair the person’s credit record, whichever is greater, and reasonabl e
attorneys’ fees. |If the person violating this section is a business
that repeatedly violates this section, that person also violates the
Consuner Protection Act, chapter 19.86 RCW

NEW SECTI ON. Sec. 20. (1) The attorney general, in consultation
with representatives from individual consuners, public interest
organi zations, financial institutions, retailers, online services, the
| egi sl ature, and other interested parties shall:

(a) Examne information-sharing practices anong information
custodi ans and their affiliates;

(b) Develop a nodel privacy policy disclosure to conformw th the
di scl osure requirenents of sections 4, 5 6, and 7 of this act;

(c) Present recommendations on affiliate sharing and nodel privacy
policies tothe legislature at the start of the regular session held in
2001.

(2) The senate commttee on comerce, trade, housing and financi al
institutions and the house of representatives commttee on financial
institutions and insurance shall conduct a joint review of the
practices of entities that collect and sell personal and sensitive
i nformati on obtained fromthe records nai ntai ned by gover nnent agenci es
and nonprofit entities.
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NEW SECTI ON. Sec. 21. Sections 1 through 14 of this act
constitute a new chapter in Title 19 RCW

NEWSECTI ON. Sec. 22. Section captions used in sections 1 through
16 of this act are not part of the |aw

NEW SECTI O\ Sec. 23. If any provision of this act or its
application to any person or circunstance is held invalid, the
remai nder of the act or the application of the provision to other
persons or circunstances is not affected.

NEW SECTI ON. Sec. 24. Sections 1 through 14 of this act take
effect June 1, 2001.

~-- END ---
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