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ENGROSSED SUBSTI TUTE HOUSE BI LL 1031

State of WAshi ngt on 60t h Legi sl ature 2008 Regul ar Sessi on

By House Conmittee on Technol ogy, Energy & Comruni cations
(originally sponsored by Representatives Mrris, Hudgins, Meller,
Linville, B. Sullivan and Chase)

READ FI RST TI ME 02/ 26/ 07.

AN ACT Relating to electronic comunication devices; adding a new
chapter to Title 19 RCW creating new sections; and prescribing
penal ties.

BE | T ENACTED BY THE LEG SLATURE OF THE STATE OF WASHI NGTON:

NEW SECTION. Sec. 1. The legislature finds that Washi ngton state,
from its inception, has recognized the inportance of maintaining
i ndi vi dual privacy. The legislature further finds that protecting the
confidentiality and privacy of an individual's personal information
especially when collected from the individual wthout his or her
know edge or <consent, is critical to nmaintaining the safety and
wel |l -being of its citizens. The |egislature recognizes that inclusion
of identification devices that broadcast data or enable data or
information to be collected or scanned either secretly or renotely, or
both, will greatly magnify the potential risk to individual privacy,
safety, and economc well-being that can occur from unauthorized
interception and use of personal information. The |egislature further
recogni zes that these types of technol ogies, whether offered by the
private sector or issued by the governnent, can be pervasive.
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NEW SECTION. Sec. 2. The definitions in this section apply
t hroughout this chapter unless the context clearly requires otherw se.

(1) "ldentification device" neans an itemthat uses radio frequency
identification technology or facial recognition technol ogy.

(2) "Person" neans a natural person who resides in Washi ngton.

(3) "Personal information® has the sanme neaning as in RCW
19. 255. 010.

(4) "Data" neans personal information, nunerical val ues associ ated
wth a person's facial features, or unique personal identifier nunbers
stored on an identification device.

(5) "Radio frequency identification” neans a technol ogy that uses
radi o waves to transmt data renotely to readers.

(6) "Facial recognition” nmeans a technol ogy that attaches nuneri cal
values to a person's different facial features, creating a unique
faceprint, which can be checked agai nst a dat abase of existing persons'
faceprints.

(7) "Reader" neans a scanning device that is capable of using radio
waves to communicate with an identification device and read the data
transmtted by that identification device.

(8 "Renotely" neans that no physical contact between the
identification device and the reader is necessary in order to transmt
dat a.

(9) "Unigque personal identifier nunber” neans a randonly assigned
string of nunbers or synbols that is encoded on the identification
device and is intended to identify the identification device.

NEW SECTION. Sec. 3. Except as provided in section 5 of this act,
a person that intentionally scans another person's identification
device renotely, wthout that person's prior knowl edge and prior
consent, for the purpose of fraud, identity theft, or for any other
illegal purpose, shall be guilty of a class C fel ony.

NEW SECTION. Sec. 4. (1) Except as provided in section 5 of this
act, a person, governnmental or business entity may not intentionally
scan a person's identification device renotely for any purpose w thout
t hat person's prior know edge and consent.

(2) The legislature finds that the practices covered by this
section are matters vitally affecting the public interest for the
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pur pose of applying the consunmer protection act, chapter 19.86 RCW A
violation of this chapter is not reasonable in relation to the
devel opnent and preservation of business and is an unfair or deceptive
act in trade or commerce and an unfair nmethod of conpetition for the
pur pose of applying the consuner protection act, chapter 19.86 RCW

NEW SECTION. Sec. 5. Sections 3 and 4 of this act shall not apply
to the foll ow ng:

(1) The scanning of an identification device for triage or nedical
care during a disaster and immediate hospitalization or 1immediate
outpatient care directly relating to a disaster;

(2) The scanning of an identification device by an energency
responder or health care professional for reasons relating to the
health or safety of that person;

(3) The scanning of a person's identification device issued to a
patient for energency purposes;

(4) The scanning of an identification device of a person pursuant
to court-ordered el ectronic nonitoring;

(5) The scanning of an identification device of a person who is
incarcerated in a correctional institution, juvenile detention
facility, or nmental health facility;

(6) The scanning of an identification device by |aw enforcenent or
gover nnent personnel who need to read a |l ost identification device when
the owner is unavailable for notice, know edge, or consent, or those
parties specifically authorized by law enforcenent or governnent
personnel for the limted purpose of reading a lost identification
devi ce when the owner is unavailable for notice, know edge, or consent;

(7) The scanning of an identification device by |aw enforcenent
personnel who need to read a person's identification device after an
accident in which the person is unavail able for notice, know edge, or
consent ;

(8) The scanning of an identification device by a person or entity
that in the course of operating its own identification device system
collects data from another identification device, provided that the
i nadvertently received data conports with all of the follow ng:

(a) The data is not disclosed to any other party;

(b) The data is not used for any purpose; and

(c) The data is not stored or is pronptly destroyed,
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(9) The scanning of a person's identification device in the course
of an act of good faith security research, experinentation, or
scientific inquiry, including, but not limted to, activities useful in
identifying and anal yzing security flaws and vulnerabilities; and

(10) The scanning of an identification device by |aw enforcenment
personnel who need to scan a person's identification device pursuant to
a search warrant.

NEW SECTION. Sec. 6. (1) A governnmental or business entity may
collect, use, and store data associated with a person for the purposes
of conpleting a sales transaction or providing a service.

(2) If a governnental or business entity intends to collect, use,
or retain the data associated with a person after a sales transaction
or service has been conpleted, the governnmental or business entity
first nmust obtain express, opt-in consent from the person associ ated
with the data. The person's consent nust be obtained either in witing
or electronically. 1In obtaining the person's consent, the governnenta
or business entity shall unanbiguously disclose that, by consenting,
t he person agrees to have the governmental or business entity collect,
use, or retain data associated with them

(3) A person nmay, at any tinme, opt out of the collection of data
through either witten or el ectronic neans.

NEW SECTION. Sec. 7. Sections 3, 4, and 6 of this act do not
apply if a governnmental or business entity issuing an identification
device to a person obtains that person's express, opt-in consent in
witing or electronically. In obtaining consent, the governnental or
busi ness entity shall unanbi guously disclose that, by consenting, that
person agrees to have the governnental or business entity collect, use,
or retain data gathered fromthe identification device.

NEW SECTION. Sec. 8. The office of the attorney general shall, on
an annual basis, make recommendations to the legislature on other
personal |y invasive technol ogies that may warrant further |egislative
action.

NEW SECTION. Sec. 9. If any provision of this act is found to be
in conflict wwth federal |aw or regulations, the conflicting provision
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of this act is declared to be inoperative solely to the extent of the
conflict, and that finding or determnation shall not affect the
operation of the remainder of this act.

NEW SECTION. Sec. 10. Sections 2 through 8 of this act constitute
a new chapter in Title 19 RCW

~-- END ---
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