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HB 1671

As Reported by House Committee On:
Technology, Economic Development, & Veterans

Title:  An act relating to personal data privacy.

Brief Description:  Protecting personal data privacy.

Sponsors:  Representatives Kloba, Fosse, Doglio, Parshley, Berry, Ramel, Scott, Taylor and 
Simmons.

Brief History:
Committee Activity:

Technology, Economic Development, & Veterans: 2/4/25, 2/14/25 [DPS].

Brief Summary of Substitute Bill

Establishes consumer rights with regard to personal data and defines 
obligations of data controllers and processors.

•

Requires controllers to conduct data protection assessments for 
processing activities that present a heightened risk of harm.

•

Makes violations enforceable under the Consumer Protection Act.•

HOUSE COMMITTEE ON TECHNOLOGY, ECONOMIC DEVELOPMENT, & 
VETERANS

Majority Report: The substitute bill be substituted therefor and the substitute bill do pass.
Signed by 7 members: Representatives Ryu, Chair; Kloba, Vice Chair; Donaghy, Paul, 
Shavers, Simmons and Thomas.

Minority Report: Do not pass. Signed by 4 members: Representatives Barnard, Ranking 
Minority Member; Keaton, Penner and Waters.

Staff: Emily Poole (786-7106).

This analysis was prepared by non-partisan legislative staff for the use of legislative 
members in their deliberations. This analysis is not part of the legislation nor does it 
constitute a statement of legislative intent.
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Background:

Privacy Regulation.
The collection, use, and transfer of personal information are subject to various provisions of 
state and federal law.  At the federal level, regulated entities are governed by varying 
privacy frameworks based on the industry and types of data involved.  For example, the 
Health Insurance Portability and Accountability Act (HIPAA) establishes standards for the 
use, disclosure, and transfer of "protected health information," and the Gramm-Leach-Bliley 
Act (GLBA) establishes a privacy framework for financial data.
 
In Washington, data privacy and security laws include data breach reporting requirements, 
privacy requirements placed on health care providers under the Uniform Health Care 
Information Act (UHCIA), and protections for consumer health data under the My Health 
My Data (MHMD) Act.
 
The My Health My Data Act.
The MHMD Act defines obligations of regulated entities that collect, use, or share 
consumer health data and specifies consumer rights with regard to consumer health data.  
"Consumer health data" is defined as personal information that is linked or reasonably 
linkable to a consumer and that identifies the consumer's past, present, or future physical or 
mental health status.
 
Privacy Policy Requirement.
A regulated entity must publish a consumer health data privacy policy that discloses:

the categories of consumer health data collected and the purposes of collection;•
the categories of sources from which consumer health data is collected;•
the categories of consumer health data that are shared and the categories of third 
parties with whom the regulated entity shares consumer health data; and

•

how a consumer may exercise consumer rights with regard to consumer health data.•
 
A regulated entity must make additional privacy policy disclosures and obtain consent 
before collecting or sharing categories of consumer health data not disclosed in the privacy 
policy, and before collecting or sharing consumer health data for additional purposes.
 
Consent Requirement.
A regulated entity may not collect or share consumer health data except with the consumer's 
consent or to the extent necessary to provide a product or service that the consumer 
requested.  Consent must be obtained prior to the collection or sharing of any consumer 
health data.
 
Consumer Rights Concerning Consumer Health Data.
A consumer has rights with regard to consumer health data, including the right to:

confirm whether a regulated entity is collecting, sharing, or selling consumer health 
data;

•
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access consumer health data, including a list of all third parties and affiliates with 
whom the regulated entity has shared the consumer health data;

•

withdraw consent from the collection and sharing of consumer health data; and•
have consumer health data deleted.•

 
If a regulated entity is unable to authenticate a consumer request to exercise consumer rights 
using commercially reasonable efforts, the regulated entity is not required to comply with a 
request.  A regulated entity must respond to a consumer request within 45 days.  
Information provided in response to a consumer request must be provided free of charge up 
to two times a year.
 
A regulated entity must establish a process for a consumer to appeal the regulated entity's 
refusal to take action on a request. 
 
It is unlawful for any person to sell consumer health data without first obtaining a valid 
authorization from the consumer, which must include certain specified information.
 
Data Security Requirements.
A regulated entity must restrict access to consumer health data by employees, processors, 
and contractors to only as is necessary to further the purposes for which a consumer 
provided consent or to provide a product or service the consumer has requested.  A 
regulated entity must maintain data security practices that, at a minimum, satisfy the 
reasonable standard of care.
 
Obligations of Processors.
A processor may process consumer health data only pursuant to a binding contract between 
the processor and the regulated entity.  The contract must include the processing 
instructions and limit the actions a processor may take with respect to consumer health data.
 
Enforcement.
Violations are deemed to affect the public interest and are unfair or deceptive acts in trade 
or commerce for the purposes of applying the Consumer Protection Act (CPA).
 
Exemptions and Limitations.
The MHMD Act does not apply to personal information that is collected, used, or disclosed 
pursuant to specified federal and state laws, including but not limited to protected health 
information for the purposes of the HIPAA and health care information collected, used, or 
disclosed in accordance with the UHCIA.
 
The obligations imposed on regulated entities and processors do not restrict their ability to 
collect, use, or disclose consumer health data in order to:  prevent or respond to security 
incidents, identity theft, fraud, harassment, malicious or deceptive activities, or any activity 
that is illegal under state or federal law; preserve the integrity or security of systems; or 
investigate, report, or prosecute those responsible for such actions.
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Summary of Substitute Bill:

Key Definitions and Scope.
"Consumer" means a natural person who is a Washington resident and who acts only in an 
individual or household context, however identified, including by any unique identifier.  
The location of a person in Washington creates a presumption that the person is a 
Washington resident.  "Consumer" does not include an individual acting in an employment 
context.
 
"Controller" means the natural or legal person who, alone or jointly with others, determines 
the purposes and means of collecting or processing of personal data.
 
"Personal data" means any information that identifies or is reasonably capable of being 
associated or linked, directly or indirectly, with a particular consumer.  "Personal data" 
includes, but is not limited to, derived data and data associated with a persistent unique 
identifier, such as a cookie identifier, an internet protocol address, a device identifier, or any 
other form of persistent unique identifier.  "Personal data" does not include publicly 
available information or deidentified data.
 
People that conduct business in Washington or produce products or services that are 
targeted to residents of Washington, and that collect or process the personal data of 
consumers, are subject to certain requirements relating to the collection, use, and sharing of 
personal data.  Such requirements do not apply to government entities, or a contracted 
service provider when processing personal data on behalf of a government entity, and do 
not apply to certain specified types of exempted information, including information 
collected and processed in accordance with the HIPAA, the UHCIA, the GLBA, the Fair 
Credit Reporting Act, the Family Educational Rights and Privacy Act, and other state and 
federal laws.
 
Consumer Rights.
A consumer has the right to:

confirm whether a controller is collecting or processing the consumer's personal data, 
access such data, and confirm whether the data is used to profile the consumer for the 
purpose of automated decision making;

•

obtain a list of specific third parties to which the controller has transferred personal 
data;

•

correct inaccuracies in the consumer's personal data;•
delete personal data concerning the consumer;•
obtain a copy of the consumer's personal data collected or processed by a controller; 
and

•

opt out of the processing of personal data for purposes of targeted advertising, the 
sale of personal data, or profiling in furtherance of solely automated decisions that 
produce legal or similarly significant effects concerning the consumer.

•
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A consumer may exercise these rights by a means established by the controller and 
described in the controller's privacy notice.
 
Responding to Consumer Requests.
A controller is required to comply with a consumer request to exercise their rights, subject 
to certain requirements and exceptions.  A controller must respond within 45 days of 
receiving a request, but the controller may extend that period when reasonably necessary. 
 Information provided in response to a consumer request must be provided free of charge up 
to two times a year.  Except for opt-out requests, a controller is not required to comply with 
a request if the controller is unable to authenticate the request using commercially 
reasonable efforts.  A controller must establish a process for a consumer to appeal a 
controller's refusal to take action on a request.
 
A controller may not condition the exercise of consumer rights through the use of dark 
patterns or any false or materially misleading statement or representation.
 
A controller must describe in their privacy notice a means for consumers to submit requests 
to exercise their rights.  Among other requirements, the means must include a link on the 
controller's website that enables a consumer to opt out of targeted advertising, the sale of 
personal data, and profiling in furtherance of certain automated decisions.  By December 
31, 2025, a controller must also allow opt-outs through a preference signal that is consumer-
friendly and enables a controller to reasonably determine residency. 
 
Responsibilities of Controllers.
A controller must limit the collection, processing, and transfer of personal data to what is 
strictly necessary to provide or maintain a specific product or service requested by the 
consumer or certain consumer communications.  A controller may only collect and transfer 
consumer health data in accordance with the MHMD Act.
 
Except with respect to sensitive data, a controller may process or transfer personal data to 
provide first-party advertising or targeted advertising, unless a consumer has opted out. 
 Except as specified in the MHMD Act, a controller may not transfer sensitive data 
concerning a consumer without obtaining the consumer's affirmative consent.  A controller 
may not sell sensitive data unless allowed by the MHMD Act.  Controllers must establish a 
mechanism for consumers to revoke affirmative consent.
 
Controllers must maintain data security practices that satisfy the reasonable standard of 
care, and controllers may not discriminate or retaliate against consumers for exercising their 
rights.
 
Controllers must provide consumers with a reasonably accessible, clear, meaningful privacy 
notice that includes certain required contents, including:  the categories of personal data 
collected and processed by the controller; the purpose for the collection and processing; the 
length of time the controller intends to retain each category of personal data; and other 
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information.  If a controller makes a material change to the notice, the controller must notify 
affected consumers before implementing the change and provide a reasonable opportunity 
for each consumer to withdraw consent.
 
If a controller sells personal data to third parties or processes personal data for targeted 
advertising, the controller must disclose such activities, as well as the manner in which a 
consumer may exercise the right to opt out. 
 
Responsibilities of Processors.
Processors must adhere to the instructions of controllers, pursuant to a binding contract, and 
must assist controllers in meeting their privacy obligations.  Processors may only process 
and transfer data received from a controller to the extent necessary to provide a service 
requested by the controller, as set out in the contract.  Contracts between controllers and 
processors must contain certain specified provisions, such as requirements regarding 
confidentiality, processes for deleting personal data, subcontractor contracts, the combining 
of personal data, and controller assessments.  Processors must maintain data security 
practices that satisfy the reasonable standard of care.
 
Data Protection Assessments.
A controller may not conduct processing that presents a heightened risk of harm to a 
consumer without conducting a data protection assessment for each of the controller's 
processing activities that presents the heightened risk of harm.  The assessment must 
include certain specified contents, and a controller must make a summary of the assessment 
publicly available.  A controller must make the data protection assessment available to the 
Attorney General upon request.
 
Deidentified Data.
A controller in possession of deidentified data must:  take technical measures to ensure that 
the data cannot be associated with an individual; publicly commit to maintaining 
deidentified data without attempting to reidentify the data; and require any recipients of the 
deidentified data to comply with relevant data privacy requirements.
  
Limitations.
The data privacy obligations imposed on controllers and processors do not restrict a 
controller's or processor's ability to conduct certain specified activities, including complying 
with other laws, cooperating with law enforcement agencies, providing requested consumer 
products, protecting against fraud, engaging in scientific research, and other activities.
 
Enforcement.
Violations of privacy requirements are deemed to affect the public interest and are unfair or 
deceptive acts in trade or commerce for the purposes of applying the CPA.  Before bringing 
an action under the CPA, the Attorney General is required to provide an opportunity to cure 
an alleged violation.  The provision establishing the right to cure violations expires August 
1, 2027.
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Additional Requirements.
Controllers and processors that collect or process consumer health data may be subject to 
additional data privacy requirements under the MHMD Act.

Substitute Bill Compared to Original Bill:

 The substitute bill:
modifies the definition of "consumer" by removing a nonresident whose personal data 
is collected in Washington and specifying that the location of a person in Washington 
creates a presumption that the person is a Washington resident;

•

modifies the definition of "processor" to exclude a person that processes personal data 
on behalf of a government entity;

•

specifies that the bill does not apply to contracted service providers when processing 
personal data on behalf of a government entity;

•

establishes an exemption from the bill for personal data collected and processed 
solely for journalistic purposes, if the controller reasonably believes that the 
collection and processing of such data is in the public interest and that the journalistic 
purpose served by the collection and processing is incompatible with applicable data 
privacy requirements;

•

establishes an exemption from the bill for information collected by or disclosed to the 
National Insurance Crime Bureau, the National Association of Insurance 
Commissioners, or a similar organization in accordance with requirements regarding 
the reporting of possible insurance fraud;

•

removes the requirement that an opt-out preference signal must enable the controller 
to determine if a consumer is a resident of a different state;

•

requires the Attorney General to offer an opportunity to cure potential violations 
before bringing a civil action under the CPA and establishes that this provision 
expires August 1, 2027;

•

specifies that the rights and obligations created by the new chapter, instead of covered 
by the new chapter, may only be enforced pursuant to the enforcement mechanism 
described in the bill; and

•

modifies the definition of "dark pattern" to remove a reference to any practice 
referred to by the Federal Trade Commission as a "dark pattern."

•

Appropriation:  None.

Fiscal Note:  Available.

Effective Date of Substitute Bill:  The bill contains multiple effective dates. Please see the 
bill.

Staff Summary of Public Testimony:
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(In support) People are increasingly dependent on technology, and consumers leave a trail 
of data wherever they go.  Personal data is collected and commodified as part of the 
surveillance economy, where companies aim to predict and even modify consumer 
behavior.  Large-scale data collection increases the possibility and price of a data breach.  
Data may be collected in pieces, by different entities, but when put together, it paints a 
comprehensive picture of one's entire life.  Americans are increasingly concerned about 
how companies use the data they collect.  There has been an erosion of privacy rights, and 
consumers should have more control over how their data is used.  Companies are using data 
in opaque ways, and large data sets can be easily manipulated, in ways that harm 
consumers.  The current ecosystem is not good for small businesses.
 
People are increasingly skipping privacy policies, because they are incessant and too hard to 
understand.  A majority of people believe that there should be more regulation.  Privacy 
regulation should encourage data minimization practices and include broad applicability to 
all companies, regardless of size.  Companies need to earn back the trust of consumers.  
Washington has passed strong privacy protections, and they have not been shown to place 
undue burdens on companies.
 
This bill would include heightened protections for sensitive data, including minors' data, 
and it includes a strong data minimization component.  Data minimization rules require 
companies to limit the amount of data they collect upfront, without relying on consent.  The 
bill bans the sale of location data, which will protect vulnerable communities.  Regulation 
can protect privacy while allowing advertisements to reach customers.
 
This bill has strong enforcement mechanisms.  A private right of action will incentivize 
companies to comply, and a private right of action is missing in other state data privacy 
laws.  Enforcement by the Attorney General is not sufficient.
 
This bill should be strengthened.  The bill's approach to opt-outs is not consistent with other 
policies that require a consumer to opt in to certain processing activities.  The bill should 
clarify the relationship between artificial intelligence and data privacy.  
 
(Opposed) This bill is expansive and diverges from privacy laws in other states, and that 
creates compliance challenges and inconsistent protections.  Unique and over-broad 
definitions will result in a confusing framework, especially regarding the opt-out rights that 
the bill attempts to provide.  Washington should consider privacy legislation similar to laws 
adopted in other states.  The lack of consistency with other data privacy laws leads to a lack 
of interoperability.  This bill creates additional complexity within existing legislation.  
Certain aspects of the bill contradict good data stewardship.  If the objective is to protect 
personal data, then government agencies should not be exempt.
 
When compared to the My Health My Data Act, it will be difficult to understand obligations 
applying to sensitive data.  For example, companies will need multiple privacy policies in 
order to comply.  The enforcement provisions offer little opportunity for businesses, 
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including small businesses, to remedy mistakes.  Exclusive enforcement by the Attorney 
General would set the right incentives for compliance, and that approach has been adopted 
by most other states with privacy laws.  A private right of action leads to an inconsistent 
application of the law.  There are pieces of this bill that are probably workable, but the bill 
is not workable as a whole.  There is no agency to provide oversight or guidance.  There 
should be an opportunity to cure violations of this bill.
 
This bill has not had sufficient stakeholder engagement.  This bill would restrict customer 
loyalty programs, and it conflates questions about health privacy with questions about 
advertising.  Provisions about dark patterns do not belong in a health privacy bill.  The data 
minimization provisions remove consumer control.  This bill creates a novel advertising 
structure that would restrict access to products and services, specifically for marginalized 
populations.  This bill will punish retailers who choose to be based here.
 
(Other) News gathering and broadcasting should be exempt from the bill.  The private right 
of action could allow people to bring lawsuits for frivolous or political reasons.
 
Publicly available information should not be considered personal data when it is combined 
with personal data.  There are many public benefits associated with making inferences from 
public information, including helping the public fight fraud and corruption.  Requiring 
comingled information to be deleted upon request contradicts public records practices.

Persons Testifying:  (In support) Representative Shelley Kloba, prime sponsor; Matt 
Schwartz, Consumer Reports; Ben Winters, Consumer Federation of America; Caitriona 
Fitzgerald, Electronic Privacy Information Center (EPIC); Jai Jaisimha, Transparency 
Coalition.ai; Ellen Hengesbach, U.S. Public Interest Research Group (PIRG); Felix 
Goodman, Lake Washington High School, Capitol Classroom; Kimiko Low, Lake 
Washington High School, Capitol Classroom; Maya Morales, Founder, WA People's 
Privacy; Anish Sharma; Jonathan Pincus; and Sandra Toussaint, ACLU of Washington.

(Opposed) Andrew Kingman, State Privacy and Security Coalition; Morgan Irwin, 
Association of Washington Business; Rose Feliciano, TECHNET; Kelly Fukai, WTIA; 
Robert Singleton, Chamber of Progress; Crystal Leatherman, Washington Retail 
Association; Katie Beeson, Washington Food Industry Association; and Sean DeWitz, 
Washington Hospitality Association.

(Other) Richard Varn, Coalition for Sensible Public Records Access; and Rowland 
Thompson, Allied Daily Newspapers and WSABroadcasters.

Persons Signed In To Testify But Not Testifying:  None.
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